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The critical minerals industry underpins 
global technological advancements 
and the transition to renewable energy.   

With 51 of the world’s most sought-after minerals, 
Queensland is poised to take a leading role in ensuring 
the sustainable growth of Australia’s critical minerals 
industry. To address this opportunity Queensland 
Government released the 2023 Queensland Critical 
Minerals Strategy, complementing the 2023 Australian 
Critical Minerals Strategy. 

Globally, critical minerals markets are integrating 
environmental, social and governance (ESG) excellence 
and transparency into their supply chains. To ensure 
Queensland businesses continue to gain access 
to these key markets while demonstrating strong 
sustainability credentials, the Queensland Government 
Geological Survey of Queensland (GSQ) has partnered 
with FrontierSI to develop a vision and roadmap with 
the aim of supporting and accelerating stakeholder 
action on critical minerals provenance and traceability. 
FrontierSI’s objectives in this activity include: 

•	 	Assessing the current landscape and the roles of 
federal and state governments within the critical 
minerals supply chain.

•	 	Proposing a vision for the future of critical minerals 
provenance and traceability.

•	 	Developing a maturity model to assist in prioritising 
activities.

•	 	Creating a roadmap to offer guidance for 
stakeholders in pursuing this vision.

Critical minerals provenance and traceability 
Critical minerals are mineral or metal-based resources 
essential to our modern technologies, economies 
and national security, and whose supply chains are 
vulnerable to disruption. They help achieve a global 
energy transition away from fossil fuel-based energy 
sources to a decarbonised economy, through the 
uptake of emergent technologies from electric vehicles 
to energy-efficient lighting and appliances, and smart 
buildings. Queensland has 51 of the world’s most 
sought-after critical minerals and has some of the 
world’s richest mineral producing areas.  

Provenance and traceability provide significant value 
to critical minerals supply chains. Provenance is the 
information associated with the origin of a material in a 
supply chain and is key to providing confidence that a 
material has been sourced and products manufactured 
sustainably and ethically. Traceability is the ability to 
track and trace the material flow and share associated 
information, such as provenance and ESG indicators, 
along its supply chain. 

There are anticipated domestic and international 
trade regulations – such as the EU Battery Passport 
legislation and Carbon Border Adjustment Mechanism 
– coming into effect within the next 24 months. To 
access key markets, industry stakeholders will need to 
collectively meet future obligations in demonstrating 
provenance and sustainability.

Requirements and Drivers
Key considerations for critical minerals provenance and 
traceability are: 

•	 	Addressing global supply chain complexity and 
securing confidence in international markets. 

•	 	Minimising supply disruption risks and increasing 
local capacity to produce necessary products 
containing critical minerals. 

•	 	The need for Government as a trust anchor in 
verifying, assuring and certifying critical minerals 
provenance and sustainability.

•	 	The need to harmonise domestic and international 
standards for critical minerals provenance and 
traceability, and the need to align Australian 
provenance and traceability activities with global 
standards.

•	 	Managing and sharing data through best practice 
approaches, alignment with interoperability 
protocols, and ensuring compatibility with existing 
business practices.

•	 	Aligning provenance and traceability efforts with 
circular economy initiatives, the transition to net 
zero and the increasing requirement to demonstrate 
sustainability at various business and government 
compliance levels.

•	 	Ensuring genuine First Nations participation 
and realisation of benefits in provenance and 
traceability.

•	 	De-risking the uncertainty of the cost of 
implementing provenance and traceability through 
a scalable approach towards an effective and 
operational ecosystem.

•	 	Verification of the provenance and sustainability of 
a commodity through a “Guarantee of Origin” digital 
credential.
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Vision, Mission and Goals
The Vision, Mission and Goals have been developed 
to anchor future programs, frameworks, roadmaps, 
activities and outcomes for an Australian critical 
minerals provenance and traceability ecosystem.

Vision
For Australia to be a global exemplar for best practice 
in critical minerals provenance, sustainability, and 
traceability through demonstrated economic, social, 
environmental, and national security outcomes.

Mission
To provide a framework for critical minerals provenance 
and supply chain traceability, that enables data-driven 
decision making and demonstrates benefits to First 
Nations, to ensure the circularity and sustainability of 
Australian metals and minerals.

Goals
1.	 To provide a framework for a critical minerals 

provenance and traceability ecosystem in Australia.

2.	 To demonstrate provenance as a nationally 
endorsed credential.

3.	 To provide a framework for supply chain 
traceability.

4.	 To realise economic benefits from data-driven 
decision-making.

5.	 To benefit from the circularity of a sustainable 
mineral supply chain.

6.	 To ensure participation and benefit sharing to First 
Nations groups.

Focus Areas
Each Goal has been decomposed into a corresponding 
Focus Area. Each Focus Area articulates the objectives, 
opportunities, and action elements that contribute to 
the Goals. These focus areas are:

1.	 	The critical minerals provenance and traceability 
framework

2.	 	Provenance as a digital credential

3.	 	Meeting critical minerals market requirements

4.	 	Infrastructure and data management

5.	 	Circularity from ESG digital credentials

6.	 	First Nations Engagement

Maturity Model and Roadmap
In looking at a phased approach for an overall 
future capability for critical minerals provenance and 
traceability, the Focus Areas have been translated into 
a 5-level Maturity Model, with each level corresponding 
to increasing capability. The Maturity Model is designed 
to assist federal and state governments in assessing 
their maturity level in facilitating critical minerals 
provenance and traceability and helping to prioritise 
actions. 

A corresponding Roadmap was then developed 
to provide a visual representation of how the 
implementation of key elements of the Focus Areas 
will fulfil each capability level of the maturity model, 
articulating the steps to achieve the Mission. 
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Aligning Government Activities
Complementary Federal and state government-based 
approaches are necessary to realise an envisioned 
future state for a critical minerals provenance and 
traceability ecosystem in Australia. Should it choose to 
lead, the Queensland Government has a significant role 
in driving key outcomes within each Focus Area. 

Critical minerals provenance and traceability 
Framework: A formalised whole-of-Australian critical 
minerals provenance and traceability framework and/
or strategy is recommended and should be led at 
the federal government level. Nevertheless, state 
governments can initiate framework development, 
and demonstrate leadership in engaging with relevant 
government offices, industry, First Nations groups, 
and academia. The Queensland Government has a 
leadership role in ensuring that such a framework 
aligns with the broader Queensland Critical Minerals 
Strategy.

Guarantee of Origin as a digital credential: There 
is no coordinated national effort for credentialling 
provenance for critical minerals. An opportunity exists 
to develop government-endorsed verifiable digital 
credentials for Guarantee of Origin of critical minerals. 
Formally identifying critical minerals within the federal 
Guarantee of Origin scheme should be a federated 
effort, endorsed at the federal level. However, analysis 
on appropriate Guarantee of Origin parameters and 
pilot studies can be initiated by state governments.

Meeting market requirements: Gaps exist in 
coordinating and communicating a common 
understanding of reporting standards, protocols and 
obligations for Australian stakeholders who need 
to comply with market requirements. Consolidating 
international market compliance requirements should 
be coordinated at the federal level. State-led Working 
Groups could engage in this process to appropriately 
support state-based mining organisations, especially 
small or junior miners.

Infrastructure and data management: Many 
businesses are required to provide sustainability-
related reporting to different government departments. 
Significant efficiencies could be realised to streamline 
credentialling through a cohesive data framework that 
links to existing reporting and regulation to facilitate 
critical minerals traceability. State governments could 
lead the digital credential development process, while 
ensuring that a data architecture for credentialling at 
the state-level aligns can be endorsed at the Federal 
level.

Circularity from ESG credentials: There is an 
opportunity to turn both new and business-as-usual 
ESG reporting into ESG verifiable digital credentials 
that meet market regulations. Analysis on appropriate 
sustainability parameters and pilot studies could be 
initiated by the state governments, aligning with efforts 
at the federal level, as well as the Australian and 
Queensland Critical Minerals strategies.

Benefits to First Nations: There is an opportunity to 
co-design and implement an engagement plan that 
ensures First Nations participation in the establishment 
of the provenance and traceability framework and 
realisation of benefits from provenance and traceability. 
The Queensland Government can show leadership 
in ensuring the engagement aligns not just with the 
Queensland Critical Minerals Strategy, but also with 
national strategies such as the Australian Critical 
Minerals Strategy, and First Nations Clean Energy 
Strategy.
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Image: A drone image of a rural property with large solar panel grids.
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1.1	 Introduction  
Following the release of the Australian Critical Minerals 
Strategy1 and the Queensland Critical Minerals 
Strategy2 in July 2023, FrontierSI was engaged by the 
Queensland Government to review Australia’s critical 
minerals provenance and traceability activities and 
engage with a broad range of stakeholders across the 
critical minerals ecosystem to: 

•	 	Understand the current landscape and potential role 
for Queensland Government in the critical minerals 
supply chain.

•	 	Develop a vision for the future of critical minerals 
provenance and traceability.

•	 	Develop a roadmap to help guide Queensland 
Government in preparing for that future vision.

The process undertaken by FrontierSI was to gather 
contextual information through a desktop study-
based environment scan, then consult with a wide 
range of current and potential stakeholders, including 
Queensland Government, Federal Government, 
international experts, academics and mining industry 
stakeholders. To support this analysis, FrontierSI 
engaged leading academic researchers with expertise 
in mineral provenance and traceability. 

This initiative was designed to identify the challenges 
and opportunities of critical minerals provenance and 
traceability in Australia, the key components of a future 
critical minerals provenance and traceability framework, 
and a high-level roadmap for how these components 
may be implemented. Critical minerals play a vital and 
rapidly evolving role in several significant industries, 
and ensuring their ethical extraction, transparent supply 
chain, and compliance with regulatory standards are 
paramount. This report was commissioned by the 
Queensland Government to assist in understanding its 
role in supporting the long term and sustainable growth 
of the critical minerals industry.

The report is structured as follows: 

•	 	Section 1 describes the scope of this work, 
methodology, and importance of critical minerals 
provenance and traceability. 

•	 	Section 2 discusses key considerations for 
accelerating provenance and traceability in Australia 
and across Australia’s supply chain network. 

•	 	Section 3 presents the vision for a critical minerals 
provenance and traceability system for Australia, 
enabled by traceability principles, pillars, mission 
and goals. 

•	 	Section 4 presents the goals that correspond to 
Focus Areas and associated elements. 

•	 	Section 5 presents a maturity model that identifies 
5 capability levels, their description, attributes and 
outcomes. 

•	 	These provide a foundation for the roadmap in 
Section 6, which shows an implementation pathway 
to achieve the focus areas and capability levels. 

•	 	Section 7 presents examples of international pilot 
programs for provenance and environmental, social 
and governance (ESG) credentialling that could 
guide thinking about provenance and traceability 
capability in Australia.

•	 	Section 8 concludes with recommendations on the 
role of the Queensland Government in designing, 
developing, and implementing critical minerals 
provenance and traceability in Australia.

1.2	 Usage and Limitations
This report, including the outcomes of the review 
process, the roadmap and recommendations, has been 
prepared for the Queensland Government Geological 
Survey of Queensland as a discussion document. Its 
purpose is to assist in informing future planning and 
decision making and act as a catalyst for conversation 
and further work. Queensland Government is not under 
any obligation to enact any of the recommendations that 
FrontierSI has provided in this report.

It should also be noted that while the engagement 
and review process were comprehensive, it was not 
possible to engage deeply with all target audiences in 
the timeframes available. A detailed commentary on 
First Nations participation was not available from First 
Nations peoples outside of Queensland Government. In 
addition, while Tier 1 mining companies were engaged 
in the consultation process, a detailed commentary on 
planning for critical minerals provenance and traceability 
were not gathered within the timeframes. These present 
an opportunity for further engagement to be able to 
reach the right people within these groups who can 
participate in the future conversations. 

This report represents an initial step in the development 
of Queensland’s strategic direction for critical minerals 
provenance and traceability. It is intended to stimulate 
discussion and further refinement of the strategy. As 
this is an emergent area globally, it is anticipated that 
this work will generate leadership and help Australia 
and Queensland be proactive in this crucial space, with 
significant potential benefits to be realised alongside 
sometimes unclear and complex challenges. By 
making this report publicly available, the Queensland 
Government welcomes further consultation and 
discussion.

1	 Critical Minerals Strategy 2023–2030 www.industry.gov.au/publications/critical-minerals-strategy-2023-2030
2	 Queensland Critical Minerals Strategy www.resources.qld.gov.au/mining-exploration/initiatives/critical-minerals
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1.3	 Methodology
The methodology for this review and roadmap 
development involved three distinct phases:

1.3.1	 Discovery phase 
The discovery phase was focussed on developing an 
understanding of the current state and an initial future 
vision through:

•	 	A focussed desktop review of existing industry 
and academic reports and online materials on the 
drivers, challenges, and use cases for Australian 
critical minerals provenance and traceability. 

•	 	Interview based consultations and a workshop with 
Queensland Government stakeholders to:

a.	 	review the current landscape,

b.	 	identify the broader stakeholder community,

c.	 	explore challenges and opportunities, and

d.	 	gain understanding of a desired future state for 
critical minerals provenance and traceability. 

•	 	A report of outcomes from the phase, highlighting 
key themes, drivers, use cases, concerns, and areas 
of consensus.

1.3.2	Engagement phase
Taking the insights gained from the Discovery phase, 
the Engagement phase consulted with a broader 
group of stakeholders to gather perspectives on 
government needs and industry pain points, explore 
similar programs internationally, and ultimately reach 
a consensus on the essential components that define 
a vision of a desired future state for critical minerals 
provenance and traceability. This phase included:

•	 	Consultation with multiple stakeholders including 
First Nations perspectives, Australian Government 
agencies, mining companies, technology providers, 
regulatory bodies, professional associations, 
international jurisdictional governments and other 
potential stakeholder entities. 

•	 	Identification and refinement of key drivers, 
common themes, and concerns from stakeholders, 
as well as insights into priorities and expectations of 
different stakeholder groups.

1.3.3	Roadmap and recommendations phase
The Roadmap and Recommendations phase (this Report) 
focussed on synthesising the insights gained in the 
previous phases into the vision, mission and goals, focus 
areas that support the future vision, a maturity model for 
measuring progress towards the vision, and a roadmap 
providing a pathway to achieving the future vision. 

1.4	 Critical minerals provenance and 
traceability
Critical minerals in this context are mineral or non-
mineral based resources that are essential to our 
modern technologies, economies and national security, 
and whose supply chains are vulnerable to disruption. 
Risks of disruption to critical minerals supply chains are 
heightened when mineral production or processing 
is concentrated in particular locations, facilities or 
companies.3 

Critical minerals also underpin the technologies 
required to achieve a global energy transition away from 
fossil fuel-based energy sources to a decarbonised 
economy, through the uptake of emergent technologies 
from electric vehicles to energy-efficient lighting and 
appliances, and smart buildings. Queensland has 51 of 
the world’s most sought-after minerals and has some 
of the world’s richest mineral producing areas.  Some 
critical minerals, such as copper, zinc and aluminium, 
have been mined in Queensland for decades. Others, 
such as vanadium, are on the verge of being mined for 
the first time.4 Some of the key critical minerals held in 
reserves include: 

•	 	Graphite, which is a key component of lithium-ion 
batteries and other high-tech applications, making 
it important for Queensland’s emerging battery 
materials sector and future economic development.

•	 	Lithium and cobalt, both important for the transition 
to net zero with significantly increasing demand 
for lithium-ion batteries in electric vehicles and 
renewable energy systems.

•	 	Vanadium, which is used in steel production and 
energy storage systems – important for renewable 
energy and grid-scale energy storage.

In this context provenance is the information associated 
with the origin of a material in a supply chain and 
its production and is key to providing confidence 
that a material has been sourced and manufactured 
sustainably and ethically. Traceability is then the 
ability to track and trace the material flow and share 
associated information, including provenance, along a 
material’s supply chain.

3	 Critical Minerals Strategy 2023–2030 www.industry.gov.au/publications/critical-minerals-strategy-2023-2030
4	 Queensland Critical Minerals Strategy www.resources.qld.gov.au/mining-exploration/initiatives/critical-minerals
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Provenance and traceability have become vital for the 
supply chains of many other industries, with use cases 
existing in pearls, car parts, meat and livestock, organic 
produce, diamonds, gold, medicine, electricity, textiles, 
tea tree oil, and many others. Within more developed 
use cases, ISO standards have been developed, for 
example ISO 22005:2007 Traceability in the feed and 
food chain.5  

Provenance and traceability has become an important 
issue for critical minerals supply chains. Supply chain 
complexity, global competition, export of a non-
renewable resource, and concentration of parts of the 
mineral supply chain in a small number of countries 
has led to source and supply chain risks for Australia. 
A major point of difference in the global market for 
critical minerals supply and market access is Australia’s 
leadership in Environmental, Social, and Governance 
(ESG) aspects in mining. Therefore, there is strong 
potential that supply chain transparency and traceability 
will increase market efficiency and onshore investment 
in Australia. The marketability and supply chain security 
of Australian products can then be improved by 
streamlined traceability and certification.6

An ethical and sustainable mineral supply chain starts 
with responsible sourcing, which aims to mitigate the 
impacts and risks associated with minerals and metals 
extraction, refining and production. Traceability tracks 
the material through multiple verifiable tiers of chain 
of custody and provides transparency. It is the basis 
of building trust along the supply chain and with the 
end-user. In other industries, it has been traditionally 
achieved using paper-based documentation but 
has evolved to digital methods that offer increased 
transparency, accessibility, privacy and efficiency. For 
industries such as agriculture and diamonds, digital 
technologies using RFID and blockchain are evolving. 

Provenance for minerals is challenging due to 
the complexity of chain-of-custody as well as the 
transformational nature of mineral products across 
the chain. A major complexity facing critical minerals, 
which is less of an issue for primary product supply 
chains like pearls or livestock, is the dilution, mixing and 
reconstitution of raw minerals for end user/mass market 
consumption. Traceability typically operates with the 
product’s chain of custody and does not differentiate 
products based on their physical or chemical attributes. 
For mineral resources, nascent technologies are 
exploring the use of geochemical fingerprinting (GFP) 
to identify product mineral composition through 
a chemical ‘fingerprint’ imparted by geological 
processes.7

1.5	 Australian critical minerals supply chain: 
From lithium mine to car battery
This case study showcases parts of a life cycle of 
Australian-mined lithium to a car manufacturer in 
Europe, while describing industry and government 
stakeholder activities and relationships. The case 
study illustrates the traceability of critical minerals as 
it pertains to the adoptions of standards, certifications 
and assurances of the supply chain. A brief survey of 
critical minerals provenance and traceability initiatives 
is presented in Appendix II: Relevant Australian and 
International Initiatives.  

5	 ISO 22005:2007 Traceability in the feed and food chain www.iso.org/standard/36297.html 
6	 Critical Minerals Strategy 2023–2030 www.industry.gov.au/publications/critical-minerals-strategy-2023-2030
7	 Nikkei Asia https://asia.nikkei.com/Business/Markets/Commodities/Australian-project-fingerprints-lithium-for-green-metals-trade 
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8	 Lithium success for Mt Marion, 2023. www.australianmining.com.au/mt-marion-continues-to-see-lithium-success
9	 Covalent Lithium Opens Mt Holland Lithium Mine And Concentrator, 2024. https://wescef.com.au/2024/03/07/covalent-lithium-opens-mt-holland-lithium-mine-and-concentrator 
10	Maditrace CERA 4in1 www.maditrace.eu/cera4in1	
11	 IRMA Initiative for Responsible Mining Assurance https://responsiblemining.net
12	Certification and LCA of Australian Battery Materials – Drivers and Options, 2020. https://fbicrc.com.au/wp-content/uploads/2020/10/Certification-of-Au-Battery-Materials-WEB-	
	 INTERACTIVE-SEPT-2020.pdf 
13	SQM’s Salar de Atacama operation becomes the world’s first lithium mining operation to achieve IRMA 75, 2023.  
	 www.sqmlithium.com/en/sqm-joins-the-irma-to-deepen-its-sustainability 
14	Motololo and Amandelbult mines achieve IRMA 75 and IRMA50 on responsible mining standard; UNKI retains IRMA 75, 2024.  
	 www.angloamerican.com/media/press-releases/2024/16-02-2024 
15	IRMA Draft Chain of Custody Standard, 2023. https://responsiblemining.net/wp-content/uploads/2023/11/IRMA_Chain-of-Custody-Overview-for-Webinar_20231121.pdf
16	ISO, responsible mining, and multistakeholdr engagement – IRMA, 2024. https://skillings.net/iso-responsible-mining-and-multi-stakeholder-engagement-irma
17	Anglo American launches Valutrax™ digital traceability to increase value chain transparency, 2023. www.angloamerican.com/media/press-releases/2023/14-11-2023
18	Anglo American and Finish Minerals Group to explore battery value chain opportunities, 2024. www.angloamerican.com/media/press-releases/2024/12-02-2024

Upstream: Lithium extraction in Australia 
Lithium is extracted at the Mt Marion mine in 
Western Australia. The mine is operated by 
Australian company Mineral Resources in a 
joint venture with Ganfeng Lithium, a lithium 
compounds producer based in China.8 At another 
location in WA, a lithium project in Mt Holland is 
being developed by Covalent Lithium – a joint 
venture between Wesfarmers Limited and Chilean 
company SQM Lithium.9  

Responsible mining certifications. Globally 
recognised mine site-focused certifications exist 
in the form of CERA  and IRMA (Initiative for 
Responsible Mining Assurance11), with a detailed 
study exploring options for Australian adoption 
having been undertaken by the Future Battery 
Industries CRC.12 This case study explores 
industry’s uptake of IRMA. There is yet no known 
practice for provenance and traceability of lithium 
being undertaken in Australia. However, SQM 
Lithium, a stakeholder in the Mt Holland project, 
is one of the first lithium mining companies 
in the world to participate in IRMA audit and 
certification for its Chilean site.13 Another notable 
mining company operating in Australia that has 
undergone IRMA certification is Anglo American, 
with certification being undertaken for two its 
platinum mines14 in South America.

Draft chain of custody standard from a globally 
recognised certifier. In Q4 2023, IRMA released 
a draft of its Chain of Custody Standard for 
consultation.15 There are two Australian mining 
companies “engaged” in the IRMA system, though 
it is unknown which minerals or mines are in 
scope. Australia, through Standards Australia, 
leads the ISO International Workshop Agreement 
on Sustainable Critical Mineral Supply Chains, 
with IRMA a participant of this ISO working 
group. The objective is to understand the range 
of sustainability tools, guides and frameworks 
available to assist in improving an organisation’s 
sustainability outcomes.16 

Australian datasets for lithium LCA. The Future 
Battery Industries CRC has recommended the 
development of quality Australian datasets for the 
Life Cycle Assessment (LCA) of lithium production. 
It remains to be explored as to the maturity of the 
recommendation or datasets, and how these align 
with proposed international standards such as the 
Chain of Custody standard proposed by IRMA.

International mineral traceability activities of 
majors who have a presence in Queensland. 
Anglo American has undergone IRMA certification 
for select sites and is piloting a proprietary 
blockchain technology called Valutrax across its 
supply chain.17 As of Q4 2023, Valutrax is available 
to customers purchasing ferronickel, copper 
concentrates and iron ore products, with the list 
of minerals and metals likely to expand. Anglo 
American has signed an MoU with Finnish Minerals 
Group to explore opportunities to support Finland’s 
battery strategy, which may include a strategic 
battery-grade lithium project in Finland.18
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19	AusRAIL PLUS: GS1 partners bring i-TRACE to life, 2023. www.railexpress.com.au/ausrail-plus-gs1-partners-bring-i-trace-to-life 
20	After cobalt, industry focus shifts to other battery minerals in responsible sourcing, 2019. ref: www.benchmarkminerals.com/blog-archive/after-cobalt-industry-focus-shifts- 
	 to-other-battery-minerals-in-responsible-sourcing 
21	Securing raw material supplies for battery cells: BMW Group signs supply contract with Ganfeng for sustainable lithium mines in Australia, 2019. www.press.bmwgroup.		
	 com/global/article/detail/T0303684EN/securing-raw-material-supplies-for-battery-cells:-bmw-group-signs-supply-contract-with-ganfeng-for-sustainable-lithium-from-mines-in-	
	 australia?language=en 
23	BMW steps out to lead responsibility for recycling and reuse of batteries, 2023. https://epaper.chinadaily.com.cn/a/202312/13/WS6578dd6ea31036711cce4b23.html 
23	Everledger wins major Australian Government critical minerals blockchain pilot project https://everledger.io/everledger-wins-major-australian-government-critical-minerals-		
	 blockchain-pilot-project

Midstream: Transport of lithium from mine to 
offshore processing 
The Mt Holland project is aiming for production in 
2025. There are long term plans for the lithium to 
be processed onshore at the Kwinana refinery in 
WA. The Mt Marion mine is already in production. 
Lithium is transported through Port Esperance for 
offshore conversion, including to Ganfeng Lithium.   

Role of freight and asset management. The 
freight and transport sectors play a critical role in 
moving commodities nationally and internationally. 
Technical and data interoperability between 
a critical minerals traceability framework and 
transport infrastructure should be considered. The 
Australian Rail Association, for example, is piloting 
the i-TRACE project19 to provide traceability of 
information throughout the life cycle of a product, 
part or component using ISO certified GS1 global 
data standards. As an example, the rail industry 
has agreed on identification elements of freight 
including: location, trade items, assets, logistics 
and transport units, serial numbers, batch and lot 
numbers, production dates and expiry dates, all 
captured within a consistent framework. 
Logistics chain traceability forms part of critical 
minerals traceability and is enabled by mature 
asset and inventory management systems, globally 
recognised data standards, big data analysis and 
machine learning. Future work could explore 
equivalent data standards, if any, that the road 
network or ports are undertaking (for example, 
tracking data for road trains shuttling critical 
minerals from mine to port). 

Supply chain integrity. Traceability of critical 
minerals offshore and data integrity is recognised 
to be a key challenge in a traceability system. 
While Ganfeng sources lithium from Australia, it 
also has interests in high-grade lithium projects 
in Mali. However, West Africa’s mineral extraction 
industry is beset with human rights and conflict 
issues. 

It is unclear how midstream processers such as 
Ganfeng assure their downstream partners of the 
source of lithium, given that they cover a significant 
part of the lithium supply chain, from mine 
project development, to processing, to battery 
manufacturing and recycling. 

Downstream: Manufacturing and recycling
Automotive. Some global companies have made 
short- to medium-term arrangements to secure 
supply chains sustainably. Car companies such 
as BMW, Volkswagen and Tesla have agreements 
with Ganfeng Lithium to source materials from 
Australian or Europe.20 BMW’s PartChain project 
started with sourcing sustainably for its vehicles 
front lights; this has expanded to acquiring battery 
cells with Australia-sourced lithium. The Australian 
lithium processed at Ganfeng is directly available 
to two battery cell manufacturers, CATL and 
Samsung SDI,21 who form part of BMW’s direct 
supply chain.

Recycling. In 2023, BMW announced that all 
retired batteries from its EV range will be reused 
and recycled in its supply chain. The traceability 
for this is enabled by the company’s battery 
traceability digital management system. BMW 
intends to collaborate with China’s Zhejiang 
Huayou Recycling Technology to recycle all BMW 
EV batteries, both made in China and imported.22 
These batteries could include Australian lithium 
components. Challenges for Australia include lack 
of visibility of where its non-renewable resources 
go post-consumer and how to realise economic 
benefits of Australian-sourced minerals being 
circulated offshore.

Australia. In 2021, the formally Queensland-based 
company Everledger investigated the feasibility of 
battery traceability through developing a ‘battery 
passport’ using blockchain technology.23 There 
were challenges with scalability, transparency and 
privacy using this approach and the technology 
was not deemed sufficiently mature at the time.
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1.6	 Verifiable Credentials: Provenance and 
sustainability
As Verifiable Credentials (VC) can be an important 
component of a provenance and traceability scheme, 
it is important to introduce the concept here. In its 
Verifiable Credential overview, the World-Wide-Web 
Consortium (W3C) provides the following description: 

A Credential is a set of one or more claims made 
by the same entity. Credentials might also include 
an identifier and metadata to describe properties of 
the Credential, such as a reference to the issuer, the 
validity date, a representative image, the revocation 
mechanism, and so on. A Verifiable Credential is a set 
of claims and metadata that also includes verification 
mechanisms that cryptographically prove who issued 
it, ensures that the data has not been tampered with, 
etc.24 

 A VC has three key parts: 

•	 	Metadata: A standard header that contains 
information like the credential type (e.g., a mining 
permit), issuer identity (e.g., Australian Government), 
subject identity (e.g., a lithium mining company), 
issue date (e.g., June 2024).

•	 	Claim: A set of one or more claims (e.g., that a 
lithium mining company operates in Australia). 

•	 	Proof: A cryptographically verifiable proof that the 
VC has not been tampered with and the issuer (and 
optionally the subject) are who they say they are. 

In the case of verifiable credentials for the provenance 
of critical minerals, actors can issue Guarantee of 
Origin credentials that will help importing authorities 
trust the exports. Similarly, for sustainability a VC can 
assist regulatory bodies to confirm the conformity to 
sustainability standards.

A VC is issued to a holder (who is also usually the 
subject) through a credentialling process. The holder of 
the credential can then present it to any verifier, and it 
has some very important features:

•	 	Decentralised: The most important feature of a VC 
is that it removes any dependency on centralised 
systems such as hubs or marketplaces or social 
network platforms. Just like your passport or driver’s 
license, a VC is issued to the holder who keeps 
it in their (digital) wallet. A verifier to whom a VC 
is presented can confirm authenticity without any 
need to contact the issuer. 

•	 	Paper compatible: Because VCs are essentially 
digital versions of existing paper documents, 
they can be used with minimal impact to existing 
business processes. Indeed, VCs can be 
implemented as QR codes on paper documents. 
This means that digital transformations of entire 
economies can happen easily and incrementally 
alongside existing paper processes. 

•	 	Privacy preserving: A VC holder can choose (via 
“selective redaction”) to present only a subset of 
claims to a verifier. For example, a driver’s license 
holder can present only birth date as proof of age 
without revealing sensitive information like home 
address. Similarly, in commercial supply chains, 
parties can present verifiable quality claims (e.g., “is 
organic”) without revealing commercially sensitive 
information such as pricing. 

•	 	Cryptographically secure: Unlike paper documents 
that are easily forgeable and difficult to verify if 
suspected to be fake (verifiers need to contact 
issuers that may not be easily contactable), VCs are 
nearly impossible to fake and can be verified easily 
and automatically. So rather than manually checking 
a subset of documents, verifiers can automatically 
check every document. Accessibility to services like 
trade finance can be improved when lenders can 
automate verification processes.25

24	Verifiable Credentials Data Model v1.1. www.w3.org/TR/vc-data-model
25	eDATA Verifiable Credentials for Cross Border Trade. https://unece.org/sites/default/files/2023-08/WhitePaper_VerifiableCredentials-CrossBorderTrade_September2022.pdf
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Image: A drone image of mining and construction employees working in a rural environment.
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The critical minerals provenance and traceability 
vision and roadmap are shaped by current activities, 
stakeholder expectations and requirements, and 
external drivers. 

Supply chain transparency and traceability for critical 
minerals is an area of increasing focus for Australia, 
driven by market demands, government regulations, 
and sustainability concerns. However, Australia is still 
in the very early stages of facilitating provenance 
and traceability capabilities that would leverage the 
strengths that Australia holds within the critical minerals 
space. Through the discovery and engagement 
activities consideration was given to current activities, 
stakeholder expectations, external drivers and national/
international best practices. Several key themes and 
important considerations were subsequently identified 
in shaping the vision and roadmap for a critical minerals 
provenance and traceability ecosystem and are 
discussed in detail here.

2.1	 Supply chain complexity and securing 
market confidence
The current complexity and global fragmentation of 
critical minerals supply chains combined with the 
transformative nature of mining processes produce 
challenges at multiple scales for provenance and 
traceability. Supply chains can span multiple countries, 
involve various transformations, and have opaque 
visibility (sometimes intentionally) at different scales, 
from company-level to entire industries. 

Examples of these complexities are illustrated in the 
battery supply chain where multiple suppliers are 
attempting to meet demand across different raw 
materials.26 

Supply chain complexities create significant hurdles for 
provenance and traceability that need to be tackled at 
an industry-wide scale through alignment on standards, 
interoperability, and data architecture. Engagement with 
international stakeholders emphasised that engaging 
with global standards and initiatives (such as the United 
Nations Transparency Protocol27) is critical to ensuring 
alignment with international traceability frameworks 
to minimise the challenges associated with supply 
chain complexity and fragmentation. In considering the 
future critical minerals supply chains the following risks 
emerged: 

•	 	Non-compliant supply chain actors are not 
sufficiently disadvantaged for their non-compliance, 
or whole jurisdictions elect to be non-compliant 
to capitalise on short-term financial and economic 
competitive advantage.

•	 	In a similar vein, the proactive misleading of 
sustainability reporting (greenwashing), often in 
the absence of strong independent accreditation 
processes, diminishes the efforts of conforming 
actors and erodes market confidence.

•	 	The lack of trusted standards-based assurance of 
the origin of critical minerals may result in product 
identity fraud and counterfeiting.

•	 	Political and policy instability (for example a change 
in government, or introduction of policies without 
consultation) can impact the trust investors and 
customers will have in products.

•	 	Geopolitical tensions that can cause market 
instabilities and a fragmented supply chain across 
multiple jurisdictions may impact confidence and 
render investment incentives ineffective.

26	Lithium-based batteries supply chain challenges: https://rmis.jrc.ec.europa.eu/analysis-of-supply-chain-challenges-49b749 
27	About the UNTP: https://uncefact.github.io/spec-untp/docs/about
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CASE STUDY 
Fragmentation of supply for the global battery market

There is consensus that the global demand for critical raw materials for batteries is expected to increase 
significantly, with projections expecting demand for nickel to increase by 20 times, for graphite by 19 times 
and for lithium by 14 times that of 2020 levels.28 This has flow-on impacts across the entire battery mineral 
supply chain (pictured below).

Significant elements of this demand are the exponential growth of electric vehicles and the increased 
uptake of energy storage systems. Graphite, lithium and nickel will be most in demand for these 
applications. It is expected that demand will outstrip supply by 2029 – 2030 for lithium and nickel, unless 
new investments in mining occur soon to meet the rapid growth of demand. Currently, China is the major 
global supplier of battery-grade critical raw materials, and it is predicted that they will maintain this position, 
however global supply will continue to diversify over coming decades. Australia and Canada are the two 
countries with the greatest potential to step into this supply space, especially supplying to the EU, however 
projections for production capacity for battery-grade process critical raw materials and cells in 2030 (shown 
on the following page) showcase significant fragmentation of supply for the global supply chain.

28	Lithium-based batteries supply chain challenges: https://rmis.jrc.ec.europa.eu/analysis-of-supply-chain-challenges-49b749
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Figure 1: Lithium-based batteries supply chain. Source: European Commission RMIS Raw Minerals Information System
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Provenance verification lies at the core of supporting trust across the supply chain, especially extending 
beyond the heavy focus on the mining part of the supply chain. Across the processing/refining and 
manufacturing parts of the supply chain, practices such as greenwashing are challenges to trust. This arises 
as processing of critical raw materials is mined across a range of countries, but the processing of these raw 
materials is concentrated to a much smaller number of countries. As a result of this, dilution and mixing of 
content from different origins occurs, and without effective traceability measures and processes in place, it 
can be challenging to verify claims of ESG and sustainability of processed material effectively. The evolution of 
material identification will support overcoming barriers, such as the transformative nature of metallurgic critical 
minerals being challenging to trace across processing along the supply chain, particularly where reuse and 
recycling increases as the transition to net zero supports the circular economy for these critical minerals. 

Figure 2: Projection of production capacity for battery-grade processed raw materials and cells in 2030.   
Source: European Commission RMIS Raw Minerals Information System
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2.2	 Supply chain resilience 
Economies such as the EU, the USA and Japan are 
implementing policy options to reduce or minimise 
supply disruption risks and increase the local market 
capacity to produce necessary products containing 
critical minerals. Governments are establishing direct 
response mechanisms, such as stockpiling systems, 
and international co‑ordination frameworks that 
provide a forum for countries to work together to both 
prevent and respond to disruptions, while also funding 
expanded domestic manufacturing capabilities through 
state-owned enterprises or direct equity investment. 
Examples of interventions to address supply chain 
resilience include:

•	 	The EU Critical Raw Materials Act29 aims to create 
secure and resilient EU critical raw materials supply 
chains with: 

1.	 	Reducing the administrative burden and 
simplifying permitting procedures for critical raw 
materials projects in the EU. 

2.	 	Selecting strategic projects to support access 
to finance and shorter permitting timeframes (24 
months for extraction permits and 12 months for 
processing and recycling permits).

3.	 	Requirement for advocating member states 
to develop national programmes for exploring 
geological resources. 

4.	 	Monitoring of critical raw materials supply 
chains, and the coordination of strategic raw 
materials stocks among member states.

•	 	The US Inflation Reduction Act (IRA)30 includes a 
combination of grants, loans, tax provisions and 
other incentives to accelerate the deployment of 
clean energy, clean vehicles, clean buildings and 
clean manufacturing. The act aims to encourage 
domestic manufacturing and improve U.S. energy 
security, ostensibly by reducing its dependence on 
foreign supplies of the minerals needed to support 
the energy transition.

•	 	The Future Made in Australia agenda31 aims to 
revitalise manufacturing in Australia by incentivising 
clean manufacturing, industry, and energy utilised 
for manufacturing batteries, electric vehicles, solar 
panels and wind turbines, or clean ways to make 
steel, aluminium and other essential materials. 
Measures include government support for specific, 
local industries to boost investment, create jobs and 
seize the opportunity of an Australian-made future. 

A brief survey of market drivers is presented in 
Appendix III: Sustainability and supply chain-related 
policy drivers.

2.3	 Government as a trust anchor 
Government’s role as a trust anchor for compliance 
and credential validation is vital for stakeholders 
along the entire supply chain. Federal government 
and jurisdictional governments will play key roles 
in strengthening strategic partnerships along the 
Australian critical minerals supply chain. Through 
the engagement process stakeholders indicated the 
potential role of government in the critical minerals 
supply chain to include:

•	 	Setting regulations, standards, and incentives to 
drive adoption of traceability frameworks, with 
details to be determined around what specific 
regulations to implement, data privacy requirements, 
levels of transparency, and cooperation across 
jurisdictions.

•	 	Facilitating a Guarantee of Origin, e.g. a “Made 
in Australia” certification for trade and marketing 
purposes. This would provide a guarantee to 
buyers that product providers and their materials 
are meeting certain criteria, such as investment in 
clean energy, reduction of emissions, avoidance of 
conflict-affected states or geographic origin (free 
trade agreement or foreign entities of concern 
countries). This guarantee would benefit companies 
operating in the extraction and refinement part 
of the supply chain as government supported 
validation of sustainability credentials can help 
expand markets and attract investment from 
overseas markets by demonstrating compliance 
with ESG standards. Similarly, the federal 
government has initiated the development of 
a Guarantee of Origin scheme for renewable 
energy.32 The federal government is also supporting 
differentiation and provenance validation R&D 
projects to guarantee the origin of Australian critical 
minerals, such as the Future Battery Industries CRC 
Trusted Supply Chain project.33 

29	Critical Raw Materials Act: https://single-market-economy.ec.europa.eu/sectors/raw-materials/areas-specific-interest/critical-raw-materials/critical-raw-materials-act_en
30	Inflation Reduction Act (IRA) Summary: Energy and Climate Provisions: https://bipartisanpolicy.org/blog/inflation-reduction-act-summary-energy-climate-provisions
31	Future Made in Australia: https://treasury.gov.au/policy-topics/future-made-australia
32	Guarantee of Origin scheme. www.dcceew.gov.au/energy/renewable/guarantee-of-origin-scheme
33	Future Batteries Industry CRC Trusted supply chain: https://fbicrc.com.au/project/trusted-supply-chain
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•	 	Further to a Guarantee of Origin, government at 
both jurisdictional and federal levels can leverage 
Australia’s strong existing regulatory requirements 
and good governance processes to provide 
a level of assurance on sustainability. A need 
to certify a Guarantee of Origin, and hence an 
assurance of sustainability was strongly confirmed 
by international digital trust experts as being one 
of the most crucial and useful roles of government 
with regards to critical minerals provenance and 
traceability. 

•	 	Australia is recognised for its strategic international 
partnerships, which can be further developed in 
the context of critical minerals provenance and 
traceability. In the current state, Australia is a trusted 
trading partner for North America, EU and Asia, 
but is still developing in maturity of thought, action 
and funding relating to provenance and traceability 
when compared to the EU and USA. The end state 
of provenance and traceability for Australia is not 
yet clear, with the current strategic viewpoint being 
limited and fragmented across different government 
stakeholders. Consequently, critical minerals 
provenance and traceability is likely to remain in an 
evolving dynamic state for the foreseeable future. 
However, there is a continuing capacity and desire 
to develop and maintain strategic collaborative 
relationships. 

A key discussion point in the Engagement phase was 
if government should mandate compliance, e.g. for 
sustainability reporting or data provision, or whether 
a voluntary, market-driven approach would be more 
appropriate. It was suggested that government should 
not aim to be the sole trust anchor, and that industry 
bodies also have a key role in providing third party 
assurance. For example, Meat and Livestock Australia 
invests in food and product traceability activities with 
commercial partners, including the development of 
benchmarking, standards and building the capacity of 
the industry.34

2.4	 Standards and alignment 
Australia has a strong reputation for existing best 
practices in ESG that can be leveraged in the setting 
and alignment of global standards/protocols for critical 
minerals provenance and traceability. Federal and state 
government can lead in developing and formalising 
levels of nationally validated credentials to facilitate 
domestic producers with access to international 
markets that have high sustainability requirements. This 
starts with establishing nationally endorsed frameworks 
for provenance and sustainability/ESG data that meet 
international standards and market requirements. For 
example, a critical market requirement is the EU Battery 
Passport where the EU commission legislated the 
Digital Product Passport regulation with initiatives then 
further developing the battery passport framework, 
including provenance and traceability.35

2.5	 Data infrastructure
Insights from international digital trust experts and 
experiences in implementing provenance and 
traceability systems showcase that there are significant 
data and information challenges to tracing critical 
minerals through complex global supply chains, 
including lack of transparency, varying standards, and 
technology limitations. 

There is an inherent tension between transparency 
and privacy/confidentiality in supply chain data 
sharing, driven by the need to respect commercial 
sensitivities around sharing certain data such as 
proprietary processes, input sources, and cost/
pricing information. Revealing supplier identities 
and relationships through enhanced transparency 
could compromise confidentiality as well as market 
advantage. Additionally, there are risks to intellectual 
property where an inappropriate level of information is 
being shared publicly through transparency initiatives.

Globally, data to support provenance and traceability 
is held on various platforms using differing standards. 
In addition, there are many supply chain traceability 
solutions on the market, but most do not support 
data sharing or interoperability. To meet a range of 
evolving domestic and international requirements that 
satisfy regulatory and consumer demand, actors along 
the supply chain need efficient, standardised and 
trustworthy methods to provide essential information. 
For example, in providing sustainability performance 
data, actors require simple and secure methods to 
prove their sustainability performance, allowing them 
to better compete in global markets that prioritise 
sustainable goods and encouraging a wider adherence 
to responsible mining practices.

34	www.mla.com.au/research-and-development/food-safety/red-meat-traceability-information-hub
35	https://cirpassproject.eu/wp-content/uploads/2024/03/A2-EC-Michele-Galatola.pdf 
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A scalable, interoperable, efficient, easy-to-navigate 
and fit-for-purpose provenance and traceability 
system for critical minerals will then need appropriate 
data standards, architectures and protocols that 
allow various stakeholders across the supply chain 
and critical minerals supply chain to implement and 
interoperate without significant security, administrative 
or financial burden. This will be particularly important 
for small- and mid-tier mining operations. Such data 
standards could define different tiers of access to 
regulators, existing partners, and potential customers, 
while ensuring privacy for proprietary data. 

However, developing such interoperable data 
architecture and management systems is universally 
seen as crucial but difficult. The potential role for 
Australia’s federal and state governments could be 
to support and/or oversee effective development 
and alignment with international standards and 
efforts. Australia’s federal and state governments 
are recognised for strong adoption of digitisation 
of processes when compared globally, including 
collaborating on standards development. A further 
advantage, particularly for state governments 
like Queensland, is that there are existing data 
infrastructures that can be leveraged in support of 
provenance and traceability systems, such as activity 
reports lodged by mining companies to report on 
active tenures.

Internationally, the United Nations Transparency 
Protocol (UNTP) provides a specification and an 
architecture that supports data management and 
interoperability for supply chain traceability and 
transparency at the scale needed to achieve 
meaningful impacts on global sustainability outcomes.36 
The UNTP protocol design includes 3 key components 
(product, traceability event, and conformity) to enable 
a supplier to access a market or achieve a premium 
price. This involves identifying practices to enhance 
compatibility, aiming to establish a framework for 
international data exchange to foster trust and 
traceability throughout the cross-border supply chain 
with developed interoperability standards, and ensure 
Guarantee of Origin (provenance verification) for 
compliance regulations. The Critical Mineral Supply 
Chain application is targeted by the UN/CEFACT Critical 
Raw Materials Traceability and Sustainability Project 
(CRM Project),37 and offers supply chain traceability 
and sustainability reporting tools for national policy 

makers and critical minerals industry actors to respond 
to business, regulatory, governmental and consumer 
requirements for higher quality sustainability and 
conformity reporting information. In British Columbia the 
Energy & Mines Digital Trust (EMDT) project is piloting 
implementations of the UNTP that will allow operators 
to share trustworthy, verified data, thereby enabling 
them to compete in sustainability-focused markets.38  
The UNTP has also been adapted and adopted in 
Australian agriculture through the Australian Agricultural 
Traceability Protocol (AATP) and is being implemented 
by companies like AgTrace Australia.39

The EU Digital Product Passport (DPP)40 is the EU 
regulatory framework to support the collection and 
sharing of product-related data among supply chain 
actors. As the first tool of this kind globally, it aspires 
to address existing information gaps for products and 
components throughout global supply chains, thus 
becoming a key enabler for circular business models. 
There are a growing number of initiatives within the 
evolving EU DPP landscape that are developing proof 
of concepts or pilot cases. In addition to batteries, 
for which the passport will be a legal requirement as 
of 2027 (the EU Battery Passport),41 these initiatives 
address many other sectors including textiles, 
construction and electronics. This suggests that 
interoperability and alignment between the different 
DPP initiatives is important. 

Evaluation and piloting of data infrastructures, including 
the application of emerging technologies (e.g., 
blockchain, RFID, IoT), will be important to leverage 
insights from the international context and apply 
these to see how they may work within the federal 
and state jurisdictional context. For state jurisdictions 
like Queensland such an activity may involve the 
ecosystem of stakeholders developing a scalable 
interoperable data architecture that is usable by the 
range of stakeholders and aligns with international 
directions and standards, which will emerge from pilot 
projects. 

36	United Nations Transparency Protocol (UNTP) https://uncefact.github.io/spec-untp/docs/about
37	UN Critical Raw Minerals Project: https://uncefact.github.io/project-crm
38	https://digital.gov.bc.ca/2024/06/25/energy-mines-digital-trust-pilot
39	AgTrace Australia www.agtraceaus.com.au/faqs
40	The Digital Product Passport as defined in the Proposal for Eco-design for Sustainable Product Regulation (ESPR): https://cirpassproject.eu/wp-content/uploads/ 
	 2023/03/ESPR-short-summary-Final.pdf
41	Regulation (EU) 2023/1542 of the European Parliament and of the Council of 12 July 2023 concerning batteries and waste batteries: https://eur-lex.europa.eu/eli/		
	 reg/2023/1542/oj
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2.6	 Sustainability, decarbonisation and a 
circular economy
Critical minerals are key to technologies facilitating the 
transition to net zero and there is an expectation of 
sustainable practices in their extraction, processing and 
ultimately their reuse in a circular economy. 

While it is expected that consumers would be willing to 
pay a “Green Premium” for sustainably sourced critical 
minerals, this market is yet to be established. However, 
there is an emerging “non-compliance penalty” for high 
carbon emitting products, generating a direct monetary 
penalty or reduction in market competitiveness. The 
most notable examples of driving mechanisms are:   

•	 	The EU’s Carbon Border Adjustment Mechanism 
(CBAM)42 is the EU’s tool to put a fair price on the 
carbon emitted during the production of carbon-
intensive goods that are entering the EU, and to 
encourage cleaner industrial production in non-EU 
countries. The CBAM will initially apply to imports 
of certain goods and selected precursors whose 
production is carbon intensive and at the most 
significant risk of carbon leakage, such as cement, 
iron and steel, aluminium, fertilisers, electricity and 
hydrogen. Further expansion to other commodities 
is expected, including battery minerals and other 
critical raw materials.

•	 	China’s national Emissions Trading Scheme (ETS)43 
began operating in 2021, with the objective of 
contributing to the effective control and gradual 
reduction of carbon emissions. China’s national ETS 
is the world’s largest in terms of covered emissions, 
estimated to cover more than 5 billion tons of 
CO2 and accounting for over 40% of the country’s 
carbon emissions.  China national ETS regulates 
more than 2,000 companies from the power sector. 
Compliance obligations are currently limited and 
vary between different types of power generation. 
The system’s coverage will expand to other sectors 
over time.

•	 	The United States has also moved significantly on 
emission pricing with the Inflation Reduction Act 
(IRA) of 2022, establishing a US$1,500/ton price on 
methane emissions, as well as subsidies of US$85/
ton for carbon capture and storage (CCS) and 
US$180/ton for direct air capture (DAC).44

•	 	In assessing Australia’s carbon leakage risks, the 
federal government, led by the Department of 
Climate Change, Energy, the Environment and 
Water (DCCEEW), is considering the feasibility of an 
Australian Carbon Border Adjustment Mechanism, 
particularly for steel and cement,45 and this may 
have future implications for critical minerals 
producers and downstream processing technology 
with regards to sustainability reporting. 

In addition to management of emissions, there are 
many voluntary or regulatory sustainability reporting 
standards and incentives designed to promote 
sustainability in critical minerals supply chains operating 
on various levels: product, supply chain (or business), 
and capital markets disclosure. Models include:

•	 	Product sustainability disclosure. Globally, 
sustainability requirements for a product unit are 
most explicitly outlined in the EU Ecodesign for 
Sustainable Products Regulation,46 which aims to 
improve the circularity, energy performance and 
other environmental sustainability aspects of EU 
products. It will enable the setting of performance 
and information requirements for almost all 
categories of physical goods placed on the EU 
market (with some notable exceptions, such as food 
and livestock feed). 

•	 	Market or B2B disclosure. Australia is starting 
to focus on factors that benefit from proactive 
sustainability standard-setting in the global critical 
minerals market. The federal Department of 
Industry, Science and Resources (DISR) launched 
a 4-year pilot program to develop tools and 
guidance to improve Australia’s critical minerals 
sector ESG performance, showcasing Australia’s 
improved credentials to international markets and 
exploring equivalency arrangements that reduce 
trade barriers globally.47 Simultaneously, Standards 
Australia is leading the International Workshop 
Agreements (IWA) working group to establish an 
ISO standard for Sustainable Critical Mineral Supply 
Chains.48

42	Carbon Border Adjustment Mechanism https://taxation-customs.ec.europa.eu/carbon-border-adjustment-mechanism_en
43	China National ETS: https://icapcarbonaction.com/en/ets/china-national-ets
44	Inflation Reduction Act (IRA) Summary: Energy and Climate Provisions: https://bipartisanpolicy.org/blog/inflation-reduction-act-summary-energy-climate-provisions
45	Australia’s Carbon Leakage Review. www.dcceew.gov.au/climate-change/emissions-reduction/review-carbon-leakage
46	Ecodesign for Sustainable Products Regulation: https://commission.europa.eu/energy-climate-change-environment/standards-tools-and-labels/products-labelling-		
	 rules-and-requirements/sustainable-products/ecodesign-sustainable-products-regulation_en 
47	Promoting Australia as a world leader in ESG performance: www.industry.gov.au/publications/critical-minerals-strategy-2023-2030/our-focus-areas/4-promoting-		
	 australia-world-leader-esg-performance
48	Standards Australia International Workshop Agreement (IWA) | Sustainable Critical Minerals Supply Chains: www.standards.org.au/engagement-events/events/		
	 international-workshop-agreement-iwa-sustainable-critical-minerals-supply-chains-workshop
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•	 	Capital markets and investment disclosure. The 
increasing demand for sustainability reporting from 
global capital markets has resulted in the creation 
of a baseline for investor-focused sustainability 
reporting: IFRS® Sustainability Disclosure 
Standards,49 that local jurisdictions can build on. 
Recently, Australian Accounting Standards Board 
(AASB) released an exposure draft (ED) for the 
disclosure of climate-related financial information 
with the modifications to IFRS baseline, supporting 
companies to provide information that investors 
need for the climate-related risks and opportunities 
assessments of companies’ future cash flows.50

A circular economy approach for critical minerals is 
also a key part of the supply chain into the future. 
Traceability initiatives can inform and optimise 
sustainability and circularity in the critical minerals 
supply chain, including reducing waste, prolonging the 
life of materials at the highest possible value, designing 
products that allow materials to be cycled back into 
the economy and regenerating impacted natural 
environments. Enabling policies for a circular economy 
is also seen as providing an avenue to further address 
provenance and traceability for critical minerals while 
bringing context and purpose to traceability efforts.

However, the benefits from sustainability and a circular 
economy are at risk if efforts are predominantly focussed 
on mineral exports while consumers rely on the external 
market for final products. To address this there is strong 
political impetus to develop the downstream critical 
minerals industry to strengthen the position of Australia in 
the supply chain. Traceability throughout the supply chain 
would then support a transition to green energy and a 
digital economy by incentivising increased downstream 
production and manufacturing. Downstream processing 
can leverage lower carbon energy sources (including 
renewable energy) to create further competitive 
advantage in the global market. Government supported 
initiatives, such as through the “Future Made in Australia” 
initiative,51 could provide preferential treatment to 
either critical minerals or value-added products with an 
Australian or preferred geographical origin.

2.7	 First Nations participation and rights
Within Australia, indigenous sovereignty and 
respectful engagement with First Nations people 
and communities is recognised as a priority for 
government. Meaningful engagement and participation 
of Indigenous communities is repeatedly emphasised 
as vital for securing ethical critical minerals supply into 
the future. 

Such engagement that is built around community 
focussed discussions, informed consent, inclusion in 
governance structures and clear sharing of benefits will 
become increasingly important to further strengthen 
ESG credentials and facilitate efficient mining 
processes across the supply chain in Australia into the 
future. It will help assure recognition and protection 
of Aboriginal and Torres Strait Islander cultural and 
intellectual property and traditional knowledge. 
Importantly, it will also support the creation of 
equitable benefit-sharing mechanisms and community 
development programs.

Federal and state governments can play a key role in 
facilitating the development of a wider engagement 
and participation framework cutting across states and 
First Nations traditional owner groups and aligning with 
existing activities such as First Nations clean energy 
initiatives.52,53

2.8	 Cost of implementation and compliance
Significant effort and investment will likely be required 
in moving towards the target vision of a highly 
co-ordinated and interoperable critical minerals 
provenance and supply chain traceability ecosystem, 
that enables data-driven decision making and delivers 
real value. 

For businesses, the cost of compliance may be high at 
early stages of a mining project, and before economies 
of scale have been achieved. Small and mid-tier 
Australian mining companies may find it challenging 
to compete in the international markets due to a high 
burden of proof. There is thus a risk that provenance 
and traceability obligations, by adding that burden 
of proof, may impede the transition to net zero by 
delaying critical minerals investments and projects. 

There is a high degree of uncertainty regarding the 
magnitude and distribution of these implementation 
costs and where the final incidence of these costs will 
rest. Consequently, an incremental approach, moving 
up through defined levels of ecosystem maturity 
towards a target level (described in Section 5), may 
provide a scalable and achievable approach.

Furthermore, across the stakeholders engaged was 
the view that both development of innovative financing 
mechanisms to incentivise responsible sourcing and 
supporting participation and capacity building of 
small and junior-sized enterprises will be important, 
as will investment in R&D projects to support the 
development of provenance and traceability systems. 
These initiatives would be run in parallel to effectively 
and rapidly produce outcomes that can help align 
Australia’s position within the international market. 

51	Future Made in Australia: https://treasury.gov.au/policy-topics/future-made-australia
52	First Nations Clean Energy Network www.firstnationscleanenergy.org.au
53	Aboriginal Clean Energy Partnership https://aboriginalcleanenergy.com
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2.9	 Regulatory framework and governance
To understand opportunities effectively, a 
comprehensive review of existing regulations 
pertaining to the critical minerals supply chain in 
Australia and identification of gaps will be useful for 
understanding the current and future landscape. 
Considering current regulations and future needs a 
regulatory framework should be co-designed with 
stakeholders from the critical minerals supply chain 
ecosystem, giving them ownership over direction and 
actions that government and key actors may take. 
Further, any regulatory pathway will need to be aligned 
with national and international standards and directions 
and have interoperable and platform-agnostic 
mechanisms for regular reporting, transparency and 
oversight. 

2.10	Variance in maturity levels across 
stakeholders
Through the discovery and engagement process an 
understanding has emerged of the high degree of 
variance in maturity levels across stakeholders in state, 
national and international critical minerals provenance 
and traceability ecosystems. In part this is because, 
as previously stated, the end state for critical minerals 
provenance and traceability is unclear and will be in 
an evolving dynamic state for the foreseeable future, 
with the current strategic viewpoint being limited 
and fragmented across federal and jurisdictional 
government stakeholders.

Stakeholders across Europe and North America display 
a highly advanced understanding of the complexities 
arising from fragmented global supply chains, lack of 
clarity on standards, lack of clarity on effectively scalable 
data architectures which could facilitate scalable and 
interoperable ecosystems that do not place undue 
administrative burden on companies or government. 

This contrasts with stakeholders in Australia, where 
there is less awareness of these factors in any great 
level of detail. At a national level, there is a (potentially 
overoptimistic) view that Australia has strong ESG 
standards and performance compared to other 
countries who engage in mining of critical minerals, and 
that this will speak for itself and facilitate Australia being 
able to access green premiums in the international 
market. Whereas mining companies are grappling with 
implications for their business from the EU Battery 
Passport legislation which is due to come into effect 
in 2027. Meanwhile peak bodies and advocacy 
organisations are advocating for leadership and 
guidance about what the implications are for Australia 
and how to navigate the myriad of international 
standards. 

Within Australia, there have been learnings that arise 
from pilot trials, such as the Everledger blockchain 
trial, and these translate broadly into the challenges 
related to scalability and privacy and transparency 
balance within a fragmented global supply chain, and 
the challenges relating to data within this. Ultimately the 
maturity of the blockchain technology was not sufficient 
for commercial usage at the time. 

Overall, there is an emerging understanding that 
Australia requires leadership and coordination of 
efforts. This leadership is emerging at the federal 
and state level, but activities such as this analysis 
will help identify the gaps and priorities for this 
emerging leadership. This particularly resonates 
with stakeholders with international experience in 
digital trust and provenance and traceability system 
establishment, where federal level leadership and 
support has been critical to their success, as evidenced 
by the collaboration between British Columbia, the 
Canadian Government and the Mining Association of 
Canada in the establishment of the EMDT program.54 
A similar level of leadership and coordination of efforts 
will be required to support Australia’s direction to be 
aligned with the global developments and direction of 
critical minerals provenance and traceability.

2.11	 Future stakeholder engagement
Further analysis of the maturity levels of various 
stakeholders within the ecosystem and their capacity 
for provenance and traceability systems adoption 
will be important for the future vision and roadmap. 
A comprehensive maturity assessment approach 
will be valuable, potentially combined with a needs 
assessment for government, industry, peak bodies, 
First Nations stakeholders and others within the 
national and state ecosystems. Stakeholders should 
also include independent third-party auditors and 
inspectors that support initiatives such as verification of 
sustainability reporting and/or issuing credentials. Such 
a maturity assessment may guide insights into where 
collaborative partnerships with industry associations, 
international bodies, and civil society may support 
government, and where design and implementation of 
training programs and knowledge-sharing workshops 
that help the change journey of stakeholders could be 
useful.

54	Energy & Mines Digital Trust https://digital.gov.bc.ca/digital-trust/emdt
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V I S I O N ,  M I S S I O N  
A N D  G O A L S

Image: Two male mining workers standing in front of a large tractor.
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The Vision, Mission and Goals outlined here were 
developed to anchor future programs, frameworks, 
roadmaps, activities and outcomes for an Australian 
critical minerals provenance and traceability system. 
The Vision, Mission and Goals were formulated from 
engagement across stakeholders from government, 
industry and community. This is a suggested approach 
that may be used to advise future critical minerals 
provenance and traceability strategies at the federal 
and state levels.

3.1	 Vision 
The vision is for Australia to be a global exemplar 
for best practice in critical minerals provenance, 
sustainability, and traceability through demonstrated 
economic, social, environmental, and national security 
outcomes. 

3.2	 Mission
To provide a framework for critical minerals provenance 
and supply chain traceability, that enables data-
driven decision making and demonstrates benefits 
to the Australian public, to ensure the circularity and 
sustainability of Australian metals and minerals.

3.3	 Goals
•	 	To provide a framework for a critical minerals 

provenance and traceability ecosystem in Australia.

•	 	To demonstrate provenance as a nationally 
endorsed credential.

•	 	To provide a framework for supply chain traceability.

•	 	To realise economic benefits from data-driven 
decision-making.

•	 	To benefit from the circularity of a sustainable 
mineral supply chain.

•	 	To ensure participation and benefit sharing to First 
Nations groups.

3.4	 Focus Areas
Each Goal is then decomposed into a corresponding 
Focus Areas, with a detailed discussion provided in 
Section 4. These focus areas are:

•	 	The critical minerals provenance and traceability 
framework (Section 4.1).

•	 	Provenance as a digital credential (Section 4.2).

•	 	Meeting critical minerals market requirements 
(Section 4.3)

•	 	Infrastructure and data management (Section 4.4).

•	 	Circularity from ESG digital credentials (Section 4.5).

•	 	First Nations Engagement (Section 4.6).

Each Focus Area articulates the objectives, 
opportunities, and action elements that contribute 
to the Goals. In looking at a phased approach for an 
overall future capability for critical minerals provenance 
and traceability, the Focus Areas were then translated 
into a maturity model with levels of increasing 
capability. A roadmap complements the maturity model 
by articulating steps to achieve the Mission. This 
approach is represented diagrammatically in Figure 3.
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Goals Focus Areas and 
associated elements 
to achieve the Goals

1. 
To provide a 
framework for a 
critical minerals 
provenance and 
traceability ecosystem 
in Australia.

Critical minerals  
P&T framework

2. 
To demonstrate 
provenance as a 
nationally endorsed 
credential.

Provenance as a  
digital credential

3. 
To foster and promote 
traceability through  
the supply chain.

Meeting market 
requirements

4. 
To realise economic 
benefits from  
data-driven  
decision-making.

Infrastructure and  
data sharing

5. 
To benefit from 
the circularity of a 
sustainable mineral 
supply chain.

Circularity from ESG 
digital credentials

6. 
To ensure benefits  
to First Nations.

Benefits to First 
Nations

Figure 3: Approach used to derive: i) focus areas that correspond to each goal; ii) capability levels of a critical minerals provenance and traceability system; 
and iii) a roadmap to achieve the capability levels themed by focus area.

Roadmap to achieve capability levels

Data & digital framework has equivalency to international digital product 
passports; promotes Australian-sourced critical minerals products.

Optimised: Focus on 
growth & process 
improvement

Level 5

A system for government-endorsed verified credentials for Guarantee of Origin 
and ESG is can be routinely-issued by competent authorities and are operational 
with major international markets.

Quantitatively 
Managed: System is 
fully operational

Level 4

Digital credentials and mechanisms are functional, scalable, and accepted 
by trade and Strategic Partners, and meet national initiatives for First Nations 
engagement.

Defined: Framework fully 
articulated and is functional 
with initial operations

Level 3

Critical elements and mechanisms of digital credentials for Guarantee of Origin 
and/or ESG accreditation are tested and operational with key stakeholders; 
interoperability protocol partnerships are established.

Managed: Foundational level 
enables fledgling processes in 
key areas with key use cases

Level 2

Critical minerals provenance and traceability framework & governance structure 
established. A federal Guarantee of Origin scheme for critical minerals is defined.

Initial: Establish foundational 
and basic P&T elements

Level 1

Future State and Capability Levels

Develop an Australian critical minerals 
P&T framework. (1.1)

Roadmap to Level 1

Develop a P&T governance structure with 
govt, industry, First Nations, academic 

representation. (1.2)

Define Guarantee of Origin for critical 
minerals and framework for GO 

credentials verification (2.1)

Critical minerals as a commodity 
is formally identified within federal 
Guarantee of Origin scheme. (2.2)

Establish aligned definitions of 
compliance requirements such as for the 

EU Battery Passport. (3.1) 

Establish government support for small 
and junior miners in the uptake of P&T 

credentialling. (3.2)

Develop a data roadmap for sharing 
provenance and sustainability reporting 

credentials. (4.1)

Design data architecture to ingest data 
and outputs a format compliant with EU 

Battery Passport. (4.2)

Define ESG of critical minerals as a digital 
credential. (5.1)

Undertake broad, meaningful 
engagement dedicated to critical minerals 
P&T with communities and stakeholders. 

(6.1)

Align P&T framework outcomes with other 
national strategies. (1.3)

Roadmap to Level 2

Design and facilitate the right pilot 
programs to mature P&T technologies 

and processes. (1.4)

Develop verification process of a data 
credential and role of a credential verifier 

via pilot program. (2.3)

Regulate participation to GO 
credentialling at site-level. (2.4)

Establish strategic partnerships 
between implementing jurisdictions and 

international initiatives. (3.3)

Establish mechanisms for independent 
verification, assurance, certification to 

meet evolving supply chain requirements. 
(3.4)

Develop data sharing and re-purposing 
agreements across relevant Government 

departments. (4.3)

Develop a data framework that 
meets data architecture and market 

requirements. (4.4)

Convert ESG to a verified digital 
credential via pilot programs, premised on 

UNTP protocols. (5.2) 

Align initiatives for P&T with the First 
Nations Clean Energy Strategy and FN 

Clean Energy Network. (6.2)

Define P&T performance metrics, monitor 
and measure progress. (1.5)

Roadmap to Level 3

Scale GO credentialling from pilot 
program to broader industry uptake at 
across Queensland or nationally. (2.5)

Harmonise P&T  policies and frameworks 
with those of Australia’s trade and 

Strategic Partners. (3.5)

Design of core compliance credentials 
to be company-size agnostic (e.g. GO, 

various ESG certifications) (3.6)

Establish functional digital platform 
showing validated credentials that can be 
accessed by Government and Strategic 

Partner stakeholders. (4.5) 

Ensure the digital platform is 
interoperable, where appropriate, with 

other verified digital credential initiatives 
across Government. (4.6)

Scale ESG verified credentialling across 
Queensland and/or nationally. (5.3)

Align compliance model for the P&T 
framework to national initiatives for 
FN stakeholder engagement and 

governance on critical minerals. (6.3)

Assess impacts of P&T programs and 
policies against metrics. (1.6)

Roadmap to Level 4

Scale GO verified credentialling across 
overseas supply chain and/or government 

trade regulatory body. (2.6)

Leverage Australia’s stewardship role in 
mining to harmonise P&T policies and 

frameworks with other major international 
markets. (3.7)

Implement mechanisms for inter-
government data sharing and/or 

credentialing that are compatible with 
existing business practices of other 
Government agencies and Strategic 
Partners in critical minerals supply 

chains. (4.7)

Scale ESG verified credentialling across 
direct overseas supply chain consumer 

and/or government trade regulatory 
body. (5.4)

Develop appropriate mechanisms 
to ensure genuine FN economic 

participation in provenance and ESG 
credentialling and sharing. (6.5)

Evolve metrics of P&T system to meet 
emerging market needs. (1.7)

Roadmap to Level 5

Ensure recognition of GO credentials 
as equivalent or complementary to 

international GO initiatives. (2.8)

Establish digital product passports 
for consumer or recycled products in 
Australia that use critical minerals (4.8)

Standardise processes for ESG 
accreditation to become recognised 

digital credentials to meet market 
requirements. (5.5)
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3.5	 Principles and Pillars
In acknowledging the dynamic and evolving nature 
of the critical minerals industry and market, a set of 
principles and pillars have been developed to underpin 
a future provenance and traceability system and 
ecosystem. These Principles and Pillars are intended 
to guide decision-making for a viable critical minerals 
provenance and traceability ecosystem. They are 
outcome-focused and agnostic of any specific solution, 
system, or technology. 

3.5.1	 Principles

•	 	Fostering trust. Transparency and accessibility 
of provenance and traceability information and 
systems are established to support trusted and 
ESG-conscious decision-making.

•	 Common language and interoperability. Australian 
critical minerals credentials are recognised and 
compatible with effective international traceability 
initiatives, to support international business 
obligations, facilitate trade efficiency, and secure 
resilient supply chains.

•	 	Supply chain transparency. Critical minerals 
credentials encompass all stages from sourcing and 
extraction, through to processing, manufacturing, 
and recycling. Credibility and dependency reduce 
supply risk and strengthen collaboration among 
stakeholders.

•	 	Dependable and verifiable processes for 
credentialing. Credentialling is underpinned by 
dependable and verifiable systems and processes, 
to ensure compliance with regulatory and 
sustainability standards, while lowering barriers to 
industry of uptake in credentialling.

•	 	Use of existing systems. Leverage existing 
reporting, business, and regulatory systems, to 
maximise effectiveness of credentialing, and to 
minimise complexity and burden to both businesses 
and government.

•	 	Respecting and empowering First Nations. 
Indigenous rights and values are respected, and 
community empowerment is fostered, to ensure 
participation and tangible benefits to First Nations 
communities.

•	 	Industry ownership and government stewardship. 
Industry ownership and accountability of verified 
critical minerals credentials are supported, 
facilitated, and validated by government. This 
model enables critical mass in credentialling and 
data sharing within the framework of regulatory 
compliance.

•	 	Flexibility and scalability. Flexibility and scalability 
are inherent in the traceability ecosystem, to 
enable integration of emerging opportunities and 
technologies that meet stakeholder needs.

•	 	Open and collaborative culture. Build an open and 
collaborative culture between communities, industry, 
and government, to drive technological and social 
innovation and cooperation.

3.5.2	Pillars

•	 	Regulatory Framework. That a regulatory 
framework underpins the provenance and 
traceability framework, combining appropriate policy 
and legislation from Federal and state governments 
with market self-regulation and controls.

•	 	Governance. That there are appropriate 
governance structures in place to drive 
development, regulation and adoption of 
provenance and traceability.

•	 	Trust and Integrity. That market and consumer trust 
in the provenance and traceability framework is 
derived from trust in, and integrity of, processes and 
participants.

•	 	Transparency. That trust in the framework is 
developed through clear and open communication 
and visibility of decision-making processes.  

•	 	Communities and Society. That provenance and 
traceability respects the rights of communities, has a 
positive impact and is supported by society.

•	 	Data Ecosystem. That a data ecosystem exists that 
supports a dependable, accessible and measurable 
provenance and traceability framework.

•	 	Standardisation and interoperability. That 
the standardised provenance and traceability 
framework will evolve in a manner that is consistent 
and guarantees interoperability.  

•	 	Resilience and Adaptability. That provenance and 
traceability will support supply chain resilience and 
adaptability to change.
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Image: Rows of mined rock at a quarry.
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4.1	 Critical minerals provenance and 
traceability framework 
Objective: 
Develop a government-endorsed framework and 
strategy for critical minerals provenance and traceability 
that helps signal the direction of government 
priorities to industry in implementing provenance and 
traceability.

Alignment to Requirements and Drivers: 
Sections 2.3, 2.4, 2.10, 2.11

Opportunity: 
Bilateral agreements and critical research programs exist 
to kick-start Australia’s critical minerals provenance and 
traceability ecosystem. However, a formalised whole-of-
Australian critical minerals provenance and traceability 
framework and/or strategy is recommended and should 
be led at the federal government level. Nevertheless, 
state governments can initiate framework development, 
and demonstrate leadership in engaging with relevant 
government offices, industry, First Nations groups, and 
academia. Co-designing with the broader community 
would enable open stakeholder engagement, identify 
best practices, and allow progress to be assessed and 
measured against. The Queensland Government has a 
leadership role in ensuring that such a framework aligns 
with the broader Queensland Critical Minerals Strategy. 

Elements for Roadmap

1.1: Develop a provenance and traceability 
framework and strategy that serves as an action 
plan for industry and government. A framework 
can be initiated at a state level, whilst the strategy 
requires federal leadership.

•	 	Detailed mapping of stakeholders at the state, 
national and international levels. Establish 
a baseline of Australian critical minerals 
companies who undertake Guarantee of Origin 
or ESG credentialling.

•	 	Provide clarity on the start and end points of 
critical minerals provenance and traceability.

•	 	Identify the scale and distribution of investment 
needed for provenance and traceability 
implementation.

•	 	Explore the extent the framework is applicable 
to Australian investments and activities 
internationally.

1.2: Develop a governance framework and 
structure for critical minerals provenance 
and traceability to drive policy, planning and 
implementation.

•	 	Develop a governance structure initially at 
the state-level, such as a Working Group or 
Advisory Panel to advocate for critical minerals 
provenance and traceability actions and 
investment, both across Queensland, and with 
other states.  

1.3: Align the provenance and traceability framework 
outcomes with policies, programs and processes of 
other national strategies, such as the National Battery 
Strategy and Future Made in Australia agenda.

1.4: Design and facilitate the right pilot programs 
in addressing the priority challenges to increase 
Queensland’s critical minerals provenance and 
traceability maturity, and to deliver the benefits of the 
pilot programs.

•	 Establish bilateral partnerships with international 
leaders on critical minerals provenance and ESG 
credentialling, such as the Energy and Mines 
Digital Trust program in British Columbia.

•	 Test and de-risk Australian provenance and 
traceability components with international 
counterparts.

1.5: Leverage the governance structure to define 
performance metrics, while securing investment for 
pilot programs, research, and workforce that increase 
maturity in parts of the supply chain and social 
programs. 

1.6: Assess impacts of proposed programs or policies 
for critical minerals provenance and traceability 
against measures and metrics, including those 
in the national and Queensland Critical Minerals 
strategies. Evolve the critical minerals provenance 
and traceability strategy where appropriate to meet 
government and industry needs. 

1.7: Assess impacts of proposed programs or policies 
against measures and metrics. 
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4.2	 Provenance as a digital credential
Objective: 
Demonstrate provenance through Guarantee of Origin 
as a nationally endorsed credential for market access 
and trust.

Alignment to Requirements and Drivers: 
Sections 2.2, 2.3

Opportunity: 
Ad-hoc pilot programs have previously been 
undertaken to mature specific technology solutions, 
such as the (now former) Queensland-based 
Everledger / CSIRO blockchain pilot.55 However, there 
is no coordinated national effort for credentialling 
provenance or ESG for critical minerals. Traceability for 
other sectors such as agriculture,56 (food and livestock) 
in Australia is relatively mature, though these do not 
face the added complexities of refining, processing 
and manufacturing across multiple stages of the 
supply chain. There is thus an opportunity to develop 
government-endorsed digital verifiable credentials 
for Guarantee of Origin of critical minerals. Formally 
identifying critical minerals within the federal Guarantee 
of Origin scheme should be a federated effort, 
endorsed at the federal level. However, analysis on 
appropriate Guarantee of Origin parameters and pilot 
studies can be initiated by state governments.

Elements for Roadmap

2.1: Define Guarantee of Origin for critical minerals. 
Evaluate different forms of Guarantee of Origin that 
can be credentialled, for example ESG metrics, 
material unique identifiers (geochemical signature), 
or mine permit digitisation (refer to Section 7 
for international case studies that could inform 
potential pilot programs in Australia).

2.2: Formally identify critical minerals as a 
commodity within the federal Guarantee of Origin 
scheme. The Queensland Government could help 
facilitate Federal endorsement and acceptance 
of critical minerals within the Guarantee of Origin 
scheme, such as through evaluating the approach 
to certifying provenance.

2.3: Convert Guarantee of Origin to a verified 
digital credential, by developing the verification 
process of a data credential and the role of the 
credential verifier (organisation).

•	 	Analyse feasibility and practicality through 
pilot program/s, for example converting mine 
permits to a digital verifiable credential. 

2.4: Establish regulation such that voluntary 
participants to Guarantee of Origin credentialling 
participate at the site-level.

2.5: Scale at least one Guarantee of Origin 
credential across Queensland and/or nationally. 
Analyse regulatory, social, economic requirements 
to scale for broader industry uptake at the state 
and/or national level. 

2.6: Scale Guarantee of Origin verified credentials 
across direct overseas supply chain and/or 
government trade regulatory body (e.g. EU Battery 
Passport). 

•	 Ensure alignment and interoperability with 
international protocols that are technology-
agnostic, e.g. UN Transparency Protocol 
(UNTP).57 Set mechanisms to ensure Guarantee 
of Origin credentials are recognised ubiquitously 
across multiple international markets and 
preserved across the supply chain back to 
Australia.

2.7: Scale Australian Guarantee of Origin credentials 
to be recognised as equivalent to and/or 
complement international initiatives. 

55	www.csiro.au/en/news/All/Articles/2022/August/Certifying-future-minerals-trade 
56	Enabling Agricultural Traceability through Data Interoperability. https://haveyoursay.agriculture.gov.au/agricultural-traceability 
57	United Nations Transparency Protocol (UNTP) https://uncefact.github.io/spec-untp/docs/about
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4.3	 Meeting critical minerals market 
requirements
Objectives:
i.	 	 To provide a chain of custody of provenance 

credentials through the supply chain; 
ii.		 to ensure compliance reporting efforts by Australian 

miners meet market requirements, while enabling 
streamlined reporting to facilitate traceability uptake.

Alignment to Requirements and Drivers: 
Sections 2.1, 2.4, 2.8, 2.9

Opportunity: 
Australia is already involved in shaping international 
standards for provenance and sustainability. The 
Department of Industry, Science and Resources 
engaged the Joint Accreditation System of Australia 
and New Zealand (JASANZ) to explore management 
system standards for critical minerals.58 Other 
international initiatives aimed at harmonising standards 
are the ISO standards for Sustainable Critical Mineral 
Supply Chains led by Standards Australia, Initiative for 
Responsible Mining Assurance (IRMA) Chain of Custody 
Standards, and the UNTP. Gaps exist in coordinating 
and communicating a common understanding of 
reporting standards, protocols and obligations for 
Australian stakeholders who need to comply with 
market requirements. Consolidating international market 
compliance requirements should be coordinated at the 
federal level. State-led Working Groups could engage in 
this process to appropriately support state-based mining 
organisations, especially small or junior miners.

Elements for Roadmap

3.1: Establish a comprehensive, coordinated and 
aligned definition of reporting requirements for 
international legislations, such as the EU Battery 
Passport legislation, EU Carbon Border Adjustment 
Mechanism, and US IRA.

•	 	Identify and map sustainability compliance 
requirements for international markets that that 
rely heavily on imports of Australian critical 
minerals. The highest priority is the EU Battery 
Passport obligations.

•	 	Clearly identify government stakeholders who 
are working on mapping these requirements. 

•	 	Identify requirements associated with 
Guarantee of Origin and understand impacts on 
credentialing. 

3.2: Establish government support for small and 
junior companies in the uptake of credentialing 
to meet international standards of proof. Core 
compliance credentials should be company-size 
agnostic.

•	 	From the point of need of a small mining 
company, identify priority standards or tools 
that should be adhered to or attained, at an 
absolute minimum, and facilitate knowledge 
exchange with majors.

3.3: Establish strategic partnerships between 
implementing jurisdictions and independent 
international initiatives that foster supply chain 
traceability that is open, transparent, and 
interoperable.

3.4: Establish mechanisms for independent 
verification, assurance and certification of compliance 
with evolving supply chain requirements. 

•	 	Map and develop simple, robust systems and 
processes meeting international standards of 
proof. Ensure compatibility of credentials with 
supply chain market requirements. Provide an 
interoperability framework for efficient data 
exchange between different systems. 

3.5: Harmonise critical minerals provenance and 
traceability policies and frameworks with those 
of Australia’s trade and strategic partners, to 
synchronise supply chain processes.

3.6: Establish government support for Australian 
mining companies to leverage trade and strategic 
partner incentives for critical minerals provenance 
and traceability.

3.7: Harmonise critical minerals provenance and 
traceability policies and frameworks with other 
major international markets. Leverage Australia’s 
stewardship role in mining in engaging with 
developing countries.

58	www.jasanz.org/stories/jasanz-critical-minerals
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4.4	 Digital infrastructure and data sharing
Objectives:
i.	 	 To enable data-driven decision making; 
ii.		 To streamline credentialling by linking to existing 

reporting; 
iii.	 To generate benefits and economies of scale from a 

data-driven provenance and traceability ecosystem.

Alignment to Requirements and Drivers: 
Section 2.5

Opportunity: 
Many businesses are required to provide sustainability-
related reporting to different government departments. 
Significant efficiencies could be realised if existing data 
and reporting could be used to streamline credentialling 
for the critical minerals supply chain. What is required 

is a cohesive data framework that links to existing 
reporting and regulation to facilitate critical minerals 
traceability. Several data frameworks are already in place 
though none directly provide data inventories for critical 
minerals. Examples include: i) the Australian Government 
Data Catalogue59 to help users find Australian 
Government data; ii) the Data and Digital Government 
Strategy;60 and iii) a whole-of-government Data 
Governance Framework for the management of data 
assets.61 These are important sources to explore data 
types and architectures that could be considered part 
of the traceability data framework. State governments 
can lead the digital credential development process 
(see Section 7 for international case studies that may 
inform pilot programs in Australia), while ensuring that a 
data architecture for credentialling at the state-level is 
endorsed at the Federal level.

Elements for Roadmap

4.1: Develop a data roadmap for critical minerals 
provenance and traceability. 

•	 	Identify the types of existing data, metadata, 
data quality, and what data remains to be 
captured. Identify government custodians of 
data related to Guarantee of Origin parameters. 
Map policies and architectures for data 
sharing, privacy and transformation with key 
government departments.  

4.2: Design a data architecture that ingests 
reporting data and outputs a format that complies 
with a driver/pull factor, e.g. the EU Battery 
Passport Legislation. 

•	 	Identify interfaces with robust and flexible 
international interoperability protocols that have 
been developed irrespective of technology 
solutions or certification schemas, such as the 
United Nations Transparency Protocol (UNTP). 

4.3: Develop data sharing and ingesting 
agreements with relevant Government 
departments.

4.4: Develop a data framework that ingests 
existing reporting data and outputs a format 
compliant with EU battery passport obligations. 
Develop an initial operational data infrastructure, 
extending interoperability with broader government 
departments and agencies who already collect 
industry-reported data.

4.5: Establish an operational digital platform that 
shows validated credentials and associated data 
that can be accessed by government and strategic 
partner critical minerals supply chain stakeholders.

4.6: Ensure that the operational digital platform is 
interoperable, where appropriate, with other verified 
digital credential initiatives for other commodities 
or products across government, to optimise 
economies of scale.

4.7: Extend the operational digital platform to be 
compatible with existing business practices, such 
as with other Australian government agencies and 
strategic partners in the critical minerals supply 
chains.

4.8: Establish that the digital infrastructure that 
shares credentials for critical minerals provenance 
and sustainability is a trusted endorsement of 
independently verified credentials.

59	www.datacommissioner.gov.au/find-data 
60	www.dataanddigital.gov.au/plan 
61	www.dataanddigital.gov.au/plan/roadmap/data-and-digital-foundations/data-governance-framework

FrontierSI Vision and Roadmap for Critical Minerals Provenance and Traceability35



4.5	 Circularity from ESG digital credentials
Objectives:
i.	 	 To facilitate the circularity of critical minerals back 

into our economy; and
ii.		 To ensure the sustainability of our critical minerals.

Alignment to Requirements and Drivers: 
Sections 2.2, 2.6

Opportunity: 
There are a multiple standards and guidelines for 
sustainability reporting, for both critical minerals 
and non-critical minerals industries, while reporting 
requirements for future critical minerals regulations 
(eg. EU Battery Passport and the EU Carbon Border 
Adjustment Mechanism) that Australian companies 
must meet are still unclear. There is an opportunity to 
turn both new and business-as-usual ESG reporting 
into ESG verifiable digital credentials that meet market 
regulations.62 Developing and scaling verifiable digital 
credentials from key ESG metrics could serve as a proxy 
for critical minerals circularity in the Australian economy 
and in international markets. Analysis on appropriate 
sustainability parameters and pilot studies could be 
initiated by the state governments, aligning with efforts 
at the federal level, as well as the Australian and 
Queensland Critical Minerals strategies.

Elements for Roadmap

5.1: Define ESG responsibility of critical minerals as 
a credential. 

•	 	Identify effective supporting ESG principles and 
measures that can be credentialled.

•	 	Explore the transferability of existing digital 
Certificates of Origin for environmental 
sustainability, such as those issued by 
Australian authorised bodies,63 to critical 
minerals.  

5.2: Undertake a pilot program to convert ESG to a 
verified digital credential (e.g. carbon emissions).

•	 	Analyse the feasibility of converting an ESG 
metric to a verifiable credential that meets the 
EU Battery Passport Legislation. 

•	 	Develop the verification process of a data 
credential and the role of credential verifier 
(organisation).

•	 	Premise the credentialling on UNTP protocols. 

5.3: Scale ESG verified digital credentialling 
nationally. Evaluate the regulatory, social, economic 
requirements to effectively enable broader industry 
uptake at the state and/or national level.

5.4: Scale ESG verified credentialling across 
direct overseas supply chain consumer and/or 
government trade regulatory bodies. Establish 
alignment and interoperability with international 
protocols that are technology-agnostic, for example, 
the United Nations Transparency Protocol (UNTP). 
Ensure recognition of the credentials across 
multiple international markets are preserved across 
the supply chain back to Australia. 

5.5: Standardise processes for ESG accreditation 
to become recognised digital credentials on 
government digital infrastructure to meet market 
requirements. Ensure that credentials and 
their chain of custody can be accessed by and 
communicated to supply chain stakeholders, 
while protected from unauthorised tampering and 
interference.

62	For example, the EU Carbon Border Adjustment Mechanism (CBAM) presents both a risk and opportunity for the economic attractiveness of Australian critical 		
	 minerals. Australia is also assessing the feasibility of a domestic CBAM, which in the long-term, may include the tracking and pricing of carbon emissions in extracting 		
	 and processing critical minerals. This long-term future state may be assisted by digital credentialling of ESG.
63	www.dfat.gov.au/trade/agreements/in-force/chafta/doing-business-with-china/chafta-certificates-of-origin
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4.6	 First Nations Engagement
Objectives:
i.	 	 To engage with First Nations groups to enable their 

participation in, and benefit from, a critical minerals 
provenance and traceability framework; 

ii.		 To ensure open communication and common 
understanding of provenance and traceability 
inputs and outcomes that are consistent with First 
Nations governance, economic, social, cultural and 
environmental values.

Alignment to Requirements and Drivers: 
Section 2.7, 2.11

Opportunity: 
There is an opportunity to co-design and implement an 
engagement plan that ensures First Nations participation 
in the establishment of the provenance and traceability 
framework and realisation of benefits from provenance 
and traceability. The Queensland Government can 
show leadership in ensuring the engagement aligns 
not just with the Queensland Critical Minerals Strategy, 
but also with national strategies such as the Australian 
Critical Minerals Strategy, and First Nations Clean Energy 
Strategy.

Elements for Roadmap

6.1: Undertake widespread, meaningful 
engagement with communities and stakeholders 
to foster shared understanding of the importance 
of critical minerals provenance and traceability 
in addressing goals of net zero or First Nations-
focused clean energy initiatives.

6.2: Align initiatives for provenance and 
traceability with the First Nations Clean Energy 
Strategy64 and First Nations Clean Energy 
Network.65 

•	 An appropriate national model for First Nations 
engagement and participation in decision-
making in provenance and traceability may be 
the National Environmental Standard, being 
developed through a collaborative process led 
by the Indigenous Advisory Committee (IAC).66 

6.3: Align the provenance and traceability 
framework compliance model to national 
initiatives for First Nations stakeholder 
engagement and governance on critical minerals. 

•	 	Establish First Nations participation in the 
provenance and traceability framework such that 
First Nations can manage their informed consent 
and data sovereignty, strengthen cultural 
heritage protections, and have an effective role 
in governance and regulatory frameworks.

6.4: Develop appropriate mechanisms to ensure 
genuine economic participation of First Nations 
communities and businesses in provenance and 
sustainability credentialling and data sharing.

•	 	Evaluate differences across jurisdictions in 
First Nations engagement policies that may 
create preferential buyers for investment 
opportunities (structures such as equity sharing, 
royalties, incentives for projects demonstrating 
genuine economic participation of First Nations 
communities, businesses).

64	First Nations Clean Energy Strategy www.energy.gov.au/energy-and-climate-change-ministerial-council/working-groups/first-nations-engagement-working-group 
	 /first-nations-clean-energy-strategy
64	First Nations Clean Energy Network www.firstnationscleanenergy.org.au
64	www.dcceew.gov.au/environment/epbc/our-role/advisory-committees/iac
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Image: A drone image of two vehicles with workers tending to an outback vegetation site.
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Figure 4: High-level Future State for critical minerals provenance and traceability in Australia. 
The pathway is further detailed in the Roadmap in Section 6.

Data & digital framework has equivalency 
to international digital product passports; 
promotes Australian-sourced critical minerals 
products.

Optimised: 
Focus on growth 
& process 
improvement

Level 5Future State and 
Capability Levels

An envisioned high-level Future State (Figure 4) provides a holistic, forward-looking view of an effective and 
operational critical minerals provenance and traceability ecosystem in Australia. The desired Future State is 
extracted from a maturity model,67 that has a set of desired attributes and outcomes across 5 capability levels 
(Table 1 and Table 2). Through a phased approach, the maturity model provides guidance to deliver on the 6 
Focus Areas. 

67	The maturity model loosely follows capability level categorisations (1-5) from the CMMI Levels of Capability and Performance.  
	 https://cmmiinstitute.com/learning/appraisals/levels

A system for government-endorsed verified 
credentials for Guarantee of Origin and ESG 
is can be routinely-issued by competent 
authorities and are operational with major 
international markets.

Quantitatively 
Managed: 
System is fully 
operational

Level 4

Digital credentials and mechanisms are 
functional, scalable, and accepted by trade 
and Strategic Partners, and meet national 
initiatives for First Nations engagement.

Defined: 
Framework fully 
articulated and 
is functional with 
initial operations

Level 3

Critical elements and mechanisms of digital 
credentials for Guarantee of Origin and/or ESG 
accreditation are tested and operational with 
key stakeholders; interoperability protocol 
partnerships are established.

Managed: 
Foundational 
level enables 
fledgling 
processes in key 
areas with key 
use cases

Level 2

Critical minerals provenance and traceability 
framework & governance structure 
established. A federal Guarantee of Origin 
scheme for critical minerals is defined.

Initial: Establish 
foundational 
and basic P&T 
elements

Level 1
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5.1	 Future State Attributes

Table 1: Attributes for each capability level 1-5, with each row corresponding to a Focus Area. Level 5 attributes and outcomes for 
“Benefits to First Nations” have been intentionally left blank. These components will benefit from participation from First Nations 
groups as recommended for future work on provenance and traceability.

Maturity 
levels / 
Focus Areas

Level 1
Initial: Establish 
foundational and 
basic provenance 
and traceability 
elements.

Level 2
Managed: 
Foundational level 
enables fledgling 
processes in key 
areas with key 
use cases.

Level 3
Defined: 
Framework fully 
articulated and 
is functional with 
initial operations.

Level 4
Quantitatively 
Managed: System 
is fully operational.

Level 5
Optimised: 
Focus on growth 
and process 
improvement.

Critical 
minerals 
provenance 
and 
traceability 
framework

Australian 
critical minerals 
provenance 
and traceability 
framework 
developed.

All components 
of provenance 
and traceability 
are tested and 
operational with 
key stakeholders 
and national 
strategies.

Provenance 
and traceability 
framework is fully 
adopted.

Assessment of 
performance 
of framework 
is routine and 
informs national 
and state level 
economic, 
environmental, 
resources policy 
and regulation. 

Principles of 
flexibility and 
scalability of 
framework are 
maintained and 
measurable.

Provenance 
and traceability 
governance 
structure 
established.

Stakeholder 
acceptance of 
provenance 
and traceability 
governance 
structure is 
achieved.

Provenance 
and traceability 
performance 
metrics are 
defined and 
accepted.

Performance 
metrics are 
endorsed and 
being used 
operationally.

Performance 
metrics are 
continually 
assessed and 
optimised with 
emerging needs 
and requirements.

Guarantee 
of Origin 
as a digital 
credential

Federal 
Guarantee of 
Origin scheme for 
critical minerals 
are defined and 
established, 
and framework 
for credentials 
verification is 
established.

Mechanisms to 
process, issue and 
accept verified 
credentials 
are defined. 
Credentials can 
be published by 
authorities and are 
functional within 
the provenance 
and traceability 
framework.

National and state 
level integration 
of verified 
credentials. 
Compliance 
requirements 
to issue verified 
credentials are 
established.  

Credentials are 
routinely issued 
and published 
by competent 
authorities and 
are harmonious 
with international 
markets. Core 
compliance 
credentials are 
managed as 
supply chain 
requirements 
evolve.

Provenance 
and traceability 
framework 
promotes 
Australian-sourced 
products.

Circularity 
from ESG 
digital 
credentials

Framework 
for verified 
credentials of 
sustainability 
and life cycle 
assessment is 
established.

ESG reporting and 
demonstration 
follows best 
practice in 
minerals supply 
chain at a national 
level.

ESG credentialling 
is accepted 
internationally 
and operational 
with trade and 
Strategic Partners. 
Sustainability 
reporting 
standards are in 
place.

Australian 
Guarantee of 
Origin verified 
credentials 
specifying ESG 
credentials have 
international 
equivalency.

The data and 
digital framework 
has international 
equivalency to 
international 
digital product 
passports 
including 
circularity 
concepts and 
imported products 
into Australia.
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Maturity 
levels / 
Focus Areas

Level 1
Initial: Establish 
foundational and 
basic provenance 
and traceability 
elements.

Level 2
Managed: 
Foundational level 
enables fledgling 
processes in key 
areas with key 
use cases.

Level 3
Defined: 
Framework fully 
articulated and 
is functional with 
initial operations.

Level 4
Quantitatively 
Managed: System 
is fully operational.

Level 5
Optimised: 
Focus on growth 
and process 
improvement.

Meeting 
market 
requirements

Provenance 
and traceability 
compliance 
requirements for 
major international 
markets are 
defined (Strategic 
Partnerships 
between Nations).

Traceability and 
interoperability 
protocol 
partnerships 
established with 
strategic nations 
as identified in 
Level 1.

Provenance 
and traceability 
framework 
(verified 
credentials 
and traceability 
mechanisms) is 
accepted and 
functional with 
major international 
markets.

Provenance 
and traceability 
framework 
(verified 
credentials 
and traceability 
mechanisms) is 
operational with 
major international 
markets. Their 
adoption of 
the system is 
explored.

Provenance 
and traceability 
framework 
is globally 
integrated, 
responsive to 
opportunities, 
and resilient 
to emerging 
challenges and 
risks.

Infrastructure 
and data 
sharing

Critical elements 
of a traceability 
technological 
capability are 
defined and 
accepted by key 
stakeholders. 

Critical elements 
of traceability 
technological 
capability are 
established and 
operational (such 
as data schema, 
interoperability 
protocols, data 
management). 

Traceability 
technological 
infrastructure is 
fully implemented 
with increased 
efficiency and 
effectiveness for 
key stakeholders 
(e.g. leveraging 
technological 
opportunities 
from global 
developments). 
Data management 
coordinated 
with Strategic 
Partners (external 
cooperation) 
and inter-
governmental 
stakeholders 
(internal 
governance).

Provenance 
and traceability 
technological and 
data infrastructure 
is nationally 
integrated. 
Government 
digital 
infrastructure 
that shows P&T 
credentials 
indicate 
government-
authorised 
validation of 
independently 
verified 
credentials for 
critical minerals.

Provenance 
and traceability 
infrastructure and 
data management 
are continually 
assessed and 
optimised with 
emerging needs 
and requirements.

Benefits to  
First Nations

Provenance 
and traceability 
framework 
includes 
community 
and social 
responsibility 
aspects including 
First Nations 
engagement.

Demonstrated 
alignment with 
Government-
endorsed 
frameworks 
such as the First 
Nations Clean 
Energy Strategy 
and FN Clean 
Energy Network.

Compliance 
model for 
provenance 
and traceability 
framework 
components 
meets national 
initiatives for 
First Nations 
stakeholder 
engagement and 
governance on 
critical minerals

Provenance 
and traceability 
framework 
demonstrates 
social 
responsibility 
credentials 
according to 
First Nations 
engagement 
national initiatives.

Intentionally blank
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5.2	 Future State Outcomes

Table 2: Outcomes for each capability level 1-5, with each row corresponding to a Focus Area. Outcomes correspond directly with 
the Attributes above.

Maturity 
levels / 
Focus Areas

Level 1
Initial: Establish 
foundational 
and basic P&T 
elements.

Level 2
Managed: 
Foundational level 
enables fledgling 
processes in key 
areas with key 
use cases.

Level 3
Defined: 
Framework fully 
articulated and 
is functional with 
initial operations.

Level 4
Quantitatively 
Managed: System 
is fully operational.

Level 5
Optimised: 
Focus on growth 
and process 
improvement.

Critical 
minerals 
provenance 
and 
traceability 
framework

Australian 
critical minerals 
provenance 
traceability 
strategy and 
program is 
formally defined 
and endorsed. It 
sets the baseline 
against which 
progress is 
measured.

Provenance 
and traceability 
framework 
accepted by 
stakeholders 
and compatible 
with international 
initiatives, and 
all components 
are fully tested. 
Framework is 
successfully 
applicable 
to specific 
scenarios and/or 
commodities (pilot 
implementation).

Provenance 
and traceability 
components are 
internationally 
recognised as 
interoperable and 
integrated into 
business practices 
to achieve goals 
defined in the 
critical minerals 
strategies. 
Framework is 
commodity-
agnostic and can 
accommodate a 
wide variety of 
domain-specific 
use cases.

Australia 
influences global 
supply chain 
provenance 
and traceability 
interoperability 
protocols and 
standards, 
and hence 
movements of 
the global supply 
chain. Provenance 
and traceability 
framework is 
no longer a 
framework; it is an 
operational end-
to-end system.

Australia 
sets a global 
benchmark and 
is an exemplar for 
best practice in 
critical minerals 
provenance, 
traceability, and 
sustainability 
through 
demonstrated 
economic, social, 
environmental, 
and national 
security 
outcomes.

Governance 
structure guides 
government and 
industry and 
ensures alignment 
to those national 
strategies and 
initiatives under 
the Australian 
Critical Minerals 
Strategy and 
National Battery 
Strategy.

Agreement 
and alignment 
on stakeholder 
engagement 
outcomes, and 
establishment 
of government 
and industry 
steering group for 
framework best 
practices.

Ability to measure 
fundamental 
provenance 
and traceability 
performance on 
an ad-hoc basis.

Wholesale view 
of provenance 
and traceability 
performance 
nationally and 
internationally.

Ongoing focus 
on process 
improvement 
of provenance 
and traceability 
performance 
to maintain 
relevance with 
emerging needs 
and requirements. 

Guarantee 
of Origin 
as a digital 
credential

Government is 
coordinated in 
representing 
critical minerals 
in the Guarantee 
of Origin 
scheme within 
Commonwealth 
and international 
initiatives.

Australia is able 
to participate at a 
global level and 
seamlessly share 
provenance and 
traceability data 
and information 
with strategic 
partners.  

The global market 
for critical minerals 
can consistently 
demonstrate 
sustainable 
sourcing, 
proven by 
digital evidence 
of Australian 
Guarantee of 
Origin.

Guarantee of 
Origin for critical 
minerals is a 
trusted brand and 
is actively creating 
a preferential 
market for 
sustainable 
sourcing of 
Australian critical 
minerals.

Guarantee of 
Origin verified 
credentials 
is optimised 
for broader 
international 
usage with a focus 
on adaptability 
to developing 
markets without 
compromising 
security and 
integrity.
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Maturity 
levels / 
Focus Areas

Level 1
Initial: Establish 
foundational 
and basic P&T 
elements.

Level 2
Managed: 
Foundational level 
enables fledgling 
processes in key 
areas with key 
use cases.

Level 3
Defined: 
Framework fully 
articulated and 
is functional with 
initial operations.

Level 4
Quantitatively 
Managed: System 
is fully operational.

Level 5
Optimised: 
Focus on growth 
and process 
improvement.

Circularity 
from ESG 
digital 
credentials

Contextualisation 
and education 
for industry 
stakeholders 
of ESG verified 
credentials to 
meet market 
and supply chain 
demands on all 
three recognised 
levels (Product, 
Site, Corporate). 
Commonality 
analysis of 
international 
sustainability 
frameworks, 
requirements 
and compliance 
criteria.

Sustainability 
reporting 
harmonisation and 
implementation 
on all three 
recognised 
levels (Product, 
Site, Corporate) 
provides 
trust, realises 
opportunities, 
and mitigates risk 
and concerns of 
greenwashing. 
Sustainability 
reporting 
mechanisms 
employ existing 
business practices 
and government 
regulations to 
meet reporting 
requirements. 

Harmonised 
sustainability 
reporting 
accepted by 
Strategic Partners 
on all three 
recognised levels 
(Product, Site, 
Corporate).

Sustainability 
verified 
credentials are 
accepted by 
other markets 
beyond Strategic 
Partnerships on all 
three recognised 
levels. 

Provenance 
and traceability 
credentialling is 
part of routine 
ESG reporting and 
demonstration, 
interoperable with 
other commodity 
economies.

Meeting 
market 
requirements

A provenance and 
traceability guide 
of government-
defined major 
international 
market drivers 
and requirements 
provided to 
Australian critical 
minerals actors.

Australian critical 
minerals actor 
demonstrates 
compliance with a 
major international 
market according 
to provenance 
and traceability 
guide (pilot / use 
case).

Outcomes of 
implemented 
provenance 
and traceability 
framework 
(verified 
credentials 
and traceability 
mechanisms) are 
accepted and 
functional with 
major international 
markets.

Major international 
market 
operationally 
accepts critical 
minerals export 
consignments 
from Australia 
according to 
provenance 
and traceability 
system.

Market 
recognition 
and consumer 
ability to identify 
Australian critical 
minerals content 
in consumer 
products.

Infrastructure 
and data 
sharing

Provenance 
and traceability 
implementation 
guide for 
technological 
enablers is in 
place.

Key actors utilise 
established 
critical elements 
of provenance 
and traceability 
technology 
infrastructure 
and data 
management. 
Data sharing and 
re-purposing 
agreements are 
secured across 
government. 
Mechanisms are 
established to 
provide the right 
balance between 
confidentiality and 
transparency.

Technological 
infrastructure and 
data management 
is functional with 
trade operations 
of strategic 
partnerships and 
integrated into 
major international 
market traceability 
initiatives.

Mechanisms for 
inter-government 
data sharing and/
or credentialing 
are compatible 
with existing 
business practices 
to minimise 
process disruption 
and to deliver 
cost-effective 
implementation. 
Australia has 
technology 
capability to 
facilitate trade with 
strategic partners 
in critical minerals 
supply chain.

Intentionally blank
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Maturity 
levels / 
Focus Areas

Level 1
Initial: Establish 
foundational 
and basic P&T 
elements.

Level 2
Managed: 
Foundational level 
enables fledgling 
processes in key 
areas with key 
use cases.

Level 3
Defined: 
Framework fully 
articulated and 
is functional with 
initial operations.

Level 4
Quantitatively 
Managed: System 
is fully operational.

Level 5
Optimised: 
Focus on growth 
and process 
improvement.

Benefits to  
First Nations

Provenance 
and traceability 
framework follows 
requirements 
of regulatory 
mandates such 
as the Aboriginals 
Affairs Planning 
Authority Act, 
Native Title 
Act, Aboriginal 
Heritage Act 
for social 
responsibility 
impact and 
First Nations 
engagement.

Responsible 
government 
organisations 
can demonstrate 
understanding of 
their obligations 
and requirements 
and are 
committed to 
delivering just 
outcomes to First 
Nations people 
with respect to 
critical minerals 
provenance and 
traceability.

Provenance 
and traceability 
framework 
complies with 
Australian 
First Nations 
engagement 
model / initiative 
developed by 
responsible 
government 
organisations. 

Demonstrated 
evidence that 
provenance 
and traceability 
framework uses 
and issues 
credentials 
according to 
First Nations 
engagement 
model developed 
by the responsible 
government 
bodies. 
Demonstrates 
active and 
committed 
First Nations 
partnership 
in system 
implementation 
and improvement.

Intentionally blank
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Image: Minerals being melted down to a very hot liquid form.
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Figure 5: Critical Minerals Provenance and Traceability Roadmap. Each box shows an element corresponding to a focus area (horizontal theme), 
and its proposed sequence and place in achieving each maturity level 1-5 (vertical). Abbreviation: P&T = Provenance and traceability.

Develop an Australian critical minerals 
P&T framework. (1.1)

Roadmap to Level 1

Develop a P&T governance structure with 
govt, industry, First Nations, academic 

representation. (1.2)

Define Guarantee of Origin for critical 
minerals and framework for GO 

credentials verification (2.1)

Critical minerals as a commodity 
is formally identified within federal 
Guarantee of Origin scheme. (2.2)

Establish aligned definitions of 
compliance requirements such as for the 

EU Battery Passport. (3.1) 

Establish government support for small 
and junior miners in the uptake of P&T 

credentialling. (3.2)

Develop a data roadmap for sharing 
provenance and sustainability reporting 

credentials. (4.1)

Design data architecture to ingest data 
and outputs a format compliant with EU 

Battery Passport. (4.2)

Define ESG of critical minerals as a digital 
credential. (5.1)

Undertake broad, meaningful 
engagement dedicated to critical minerals 
P&T with communities and stakeholders. 

(6.1)

Align P&T framework outcomes with other 
national strategies. (1.3)

Roadmap to Level 2

Design and facilitate the right pilot 
programs to mature P&T technologies 

and processes. (1.4)

Develop verification process of a data 
credential and role of a credential verifier 

via pilot program. (2.3)

Regulate participation to GO 
credentialling at site-level. (2.4)

Establish strategic partnerships 
between implementing jurisdictions and 

international initiatives. (3.3)

Establish mechanisms for independent 
verification, assurance, certification to 

meet evolving supply chain requirements. 
(3.4)

Develop data sharing and re-purposing 
agreements across relevant Government 

departments. (4.3)

Develop a data framework that 
meets data architecture and market 

requirements. (4.4)

Convert ESG to a verified digital 
credential via pilot programs, premised on 

UNTP protocols. (5.2) 

Align initiatives for P&T with the First 
Nations Clean Energy Strategy and FN 

Clean Energy Network. (6.2)

Define P&T performance metrics, monitor 
and measure progress. (1.5)

Roadmap to Level 3

Scale GO credentialling from pilot 
program to broader industry uptake at 
across Queensland or nationally. (2.5)

Harmonise P&T  policies and frameworks 
with those of Australia’s trade and 

Strategic Partners. (3.5)

Design of core compliance credentials 
to be company-size agnostic (e.g. GO, 

various ESG certifications) (3.6)

Establish functional digital platform 
showing validated credentials that can be 
accessed by Government and Strategic 

Partner stakeholders. (4.5) 

Ensure the digital platform is 
interoperable, where appropriate, with 

other verified digital credential initiatives 
across Government. (4.6)

Scale ESG verified credentialling across 
Queensland and/or nationally. (5.3)

Align compliance model for the P&T 
framework to national initiatives for 
FN stakeholder engagement and 

governance on critical minerals. (6.3)

Assess impacts of P&T programs and 
policies against metrics. (1.6)

Roadmap to Level 4

Scale GO verified credentialling across 
overseas supply chain and/or government 

trade regulatory body. (2.6)

Leverage Australia’s stewardship role in 
mining to harmonise P&T policies and 

frameworks with other major international 
markets. (3.7)

Implement mechanisms for inter-
government data sharing and/or 

credentialing that are compatible with 
existing business practices of other 
Government agencies and Strategic 

Partners in critical minerals supply chains. 
(4.7)

Scale ESG verified credentialling across 
direct overseas supply chain consumer 

and/or government trade regulatory 
body. (5.4)

Develop appropriate mechanisms 
to ensure genuine FN economic 

participation in provenance and ESG 
credentialling and sharing. (6.5)

Evolve metrics of P&T system to meet 
emerging market needs. (1.7)

Roadmap to Level 5

Ensure recognition of GO credentials 
as equivalent or complementary to 

international GO initiatives. (2.8)

Establish digital product passports 
for consumer or recycled products in 
Australia that use critical minerals (4.8)

Standardise processes for ESG 
accreditation to become recognised 

digital credentials to meet market 
requirements. (5.5)
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The Roadmap provides an implementation pathway to achieve the Focus Areas (Section 4) and the Maturity Levels towards a desired Future State (Section 5). 
Elements for each Focus Area are mapped across the Maturity Levels.
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Image: People viewing critical minerals on display at a mining facility.
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Pilot programs are recommended to accelerate the 
maturity of credentialling critical minerals Guarantee 
of Origin and ESG. The following case studies 
demonstrate how the Canada’s British Columbia Energy 
Mines and Digital Trust (EMDT)68 has trialled concepts, 
technologies and impacts of government decisions and 
frameworks to encourage broader provenance and 
traceability uptake. 

The British Columbia (BC) case studies mapped new 
tools, processes and technologies onto existing 
business compliance reporting and government 
processes for a range of commodities. The case 
studies demonstrate the possibility of converting 
existing permit processes, business governance 
processes, and sustainability reporting into verified 
digital credentials. 

Critically, the credentialling processes, infrastructure 
and technologies were designed to be compatible with 
international standards and interoperability protocols 
to satisfy international market provenance and 
sustainability requirements. 

Relevance to the Australian mining industry is 
described for the case studies. Additionally, the 
studies demonstrate a spectrum of core compliance 
credentialling examples that could facilitate the 
participation of organisations or mine-sites at different 
sizes and stages of the mining life cycle. With respect 
to the currently defined maturity model, equivalent pilot 
programs may enable Australia to reach Level 2.

BC Case Study 1  
Converting existing TSM Protocols into site-level ESG digital credentials

68	Hickin, A.S., Ootes, L., Orovan, E.A., Brzozowski, M.J., Northcote, B.K., Rukhlov, A.S., and Bain, W.M., 2024. Critical minerals and mineral systems in British Columbia. 		
	 In: Geological Fieldwork 2023, British Columbia Ministry of Energy, Mines and Low Carbon Innovation, British Columbia Geological Survey Paper 2024-01, pp. 13-51. 		
	 Accessible from https://cmscontent.nrs.gov.bc.ca/geoscience/PublicationCatalogue/Paper/BCGS_P2024-01-02.pdf or www2.gov.bc.ca/gov/content/industry/mineral-		
	 exploration-mining/british-columbia-geological-survey/publications/papers#2024 

For digital credentialling: 
Towards Sustainable Mining (TSM) Protocol 
certification, a nationally/regionally-recognised 
mining standard that Canadian mining companies 
are obligated to meet as part of industry 
membership to the Mining Association of Canada 
(MAC).

Digital credential is issued by: 
3rd party accredited verifier.

What does it demonstrate: 
Verification of self-reported sustainability scores as 
part of existing business compliance reporting. 

Digital credentials for verifiers: 
Satisfies MAC membership; request for information 
from investors / customers.

Implementation Partners: 
BC government; MAC; copper mining company 
with MAC membership; 3rd party accredited 
verifier; digital technology partner.

Relevance to Australia: 
TSM is globally-recognised. TSM certification 
in Australia is supported by industry peak body 
Minerals Council of Australia (MCA), with the 
mandate of issuing TSM Protocol certification to 
participating Australian mining companies. Note 
that MCA has not been approached as part of this 
report for an equivalent Australian pilot program. 

Other international standards for consideration 
in a pilot program include the IRMA Standard for 
Responsible Mining certification.

Limitations: 
May be only suitable for established mining 
projects that have ESG reporting obligations.
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BC Case Study 2  
Converting existing GHG business reporting into an ESG digital credential

For digital credentialling: 
Annual company greenhouse gas (GHG) 
verification statements. These statements form 
part of business reporting obligations of GHG 
emissions to the British Columbia government. 

Digital credential is issued by: 
3rd party accredited verifier or auditor (in this case 
PwC).

What does it demonstrate: 
Independent certification of responsible and 
sustainable emissions associated with mining at 
the mine-level.  

Digital credentials for verifiers: 
Satisfies request for information of sustainability 
performance to auditors, purchasers, regulatory 
bodies, international markets.

Implementation Partners: 
BC government; mining company; independent 
auditor; digital technology partner.

Relevance to Australia: 
Australian companies are increasingly required 
to report company information on greenhouse 
gas emissions, energy production, and energy 
consumption. National frameworks and mandates 
exist in Australia for GHG reporting, such as the 
National Greenhouse and Energy Reporting 
Scheme, and mandatory climate-related financial 
disclosures respectively.

Limitations: 
Suitability may be limited to established mining 
projects that meet ESG reporting thresholds.

BC Case Study 3  
Turning tenure rights into a digital credential for origin  

For digital credentialling: 
BC Petroleum and Natural Gas Title (Tenure) 
Credential. 

Type: 
Title or permit to undertake oil and gas operations.

Digital credential is issued by: 
3rd party accredited verifier or auditor (in this case 
PwC).

Issued By: 
BC Government Ministry of Energy, Mines and Low 
Carbon Innovation.

What does it demonstrate: 
Demonstrates details of tenure rights and proves 
legality of operations. 

Digital credentials for verifiers: 
Satisfies future requests for information for origin 
or provenance.

Implementation Partners: 
BC government agencies; oil and gas company; 
digital technology partner.

Relevance to Australia: 
In the case of Australian critical minerals, mining 
permits form the foundational documents for 
resource exploration and are of interest to a range of 
stakeholders. In a similar vein to this BC case study, 
permits can accommodate different stages of mining 
projects and likely suitable for a range of mining 
companies. Additionally, permits (and potentially 
their digital credentialling form factor) can be issued 
by jurisdictional governments. In Queensland, 
permits are issued by the Queensland Department 
of Natural Resources and Mines, Manufacturing and 
Regional and Rural Development. DFAT and the 
Australian Border Force have previously piloted digital 
Certificates of Origin, linked to sustainability factors, 
on a Digital Verification Platform69 for international 
business exchange. Outcomes of these pilot projects 
should be explored for their relevance and adaptation 
to critical minerals digital credentials and verification.

Limitations: 
Mine permit digital credentials should be mapped to 
existing frameworks for broader adoption, such as 
the federal Guarantee of Origin scheme (for national 
endorsement), and the UN Transparency Protocol 
(for uplift at the international level).

66	www.dfat.gov.au/countries-and-regions/singapore-australia-green-economy-agreement-annexes/annex-b-14-trade-facilitation-digital-verification-platform
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Image: COLT smoking ceremony preparations at an outback site.
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Complementary and multi-layered Federal and state 
government-based approaches are necessary to 
realise an envisioned future state for a critical minerals 
provenance and traceability ecosystem in Australia. 
Should it choose to lead, the Queensland Government 
has a significant role in driving key outcomes within 
each Focus Area. 

Critical minerals provenance and traceability 
Framework: A formalised whole-of-Australian critical 
minerals provenance and traceability framework and/
or strategy is recommended and should be led at 
the federal government level. Nevertheless, state 
governments can initiate framework development, 
and demonstrate leadership in engaging with relevant 
government offices, industry, First Nations groups, 
and academia. The Queensland Government has a 
leadership role in ensuring that such a framework 
aligns with the broader Queensland Critical Minerals 
Strategy.

Guarantee of Origin as a digital credential: There 
is no coordinated national effort for credentialling 
provenance for critical minerals. An opportunity exists 
to develop government-endorsed verifiable digital 
credentials for Guarantee of Origin of critical minerals. 
Formally identifying critical minerals within the federal 
Guarantee of Origin scheme should be a federated 
effort, endorsed at the federal level. However, analysis 
on appropriate Guarantee of Origin parameters and 
pilot studies can be initiated by state governments.

Meeting market requirements: Gaps exist in 
coordinating and communicating a common 
understanding of reporting standards, protocols and 
obligations for Australian stakeholders who need 
to comply with market requirements. Consolidating 
international market compliance requirements should 
be coordinated at the federal level. State-led Working 
Groups could engage in this process to appropriately 
support state-based mining organisations, especially 
small or junior miners.

Infrastructure and data management: Many 
businesses are required to provide sustainability-
related reporting to different government departments. 
Significant efficiencies could be realised to streamline 
credentialling through a cohesive data framework that 
links to existing reporting and regulation to facilitate 
critical minerals traceability. State governments could 
lead the digital credential development process, while 
ensuring that a data architecture for credentialling at 
the state-level aligns can be endorsed at the Federal 
level.

Circularity from ESG credentials: There is an 
opportunity to turn both new and business-as-usual 
ESG reporting into ESG verifiable digital credentials 
that meet market regulations. Analysis on appropriate 
sustainability parameters and pilot studies could be 
initiated by the state governments, aligning with efforts 
at the federal level, as well as the Australian and 
Queensland Critical Minerals strategies.

Benefits to First Nations: There is an opportunity to 
co-design and implement an engagement plan that 
ensures First Nations participation in the establishment 
of the provenance and traceability framework and 
realisation of benefits from provenance and traceability. 
The Queensland Government can show leadership 
in ensuring the engagement aligns not just with the 
Queensland Critical Minerals Strategy, but also with 
national strategies such as the Australian Critical 
Minerals Strategy, and First Nations Clean Energy 
Strategy.
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APPEND IX  I : 
RELEVANT  AUSTRAL IAN  AND INTERNAT IONAL 
IN IT IAT IVES

Short description Link Context

Australian Critical Minerals Office https://www.industry.gov.au/mining-oil-and-gas/
minerals/critical-minerals/critical-minerals-office 

Australia

Geoscience Australia - Critical Minerals https://www.ga.gov.au/scientific-topics/minerals/
critical-minerals

Australia

Australian National Battery Strategy 2024 https://www.industry.gov.au/publications/national-
battery-strategy/strategy-glance 

Australia

CSIRO – Critical Energy Metals https://www.csiro.au/en/research/natural-
environment/critical-minerals

Australia

Report: Development of a trusted supply chain for 
Australian battery minerals and products (Future Battery 
Industries CRC)

https://fbicrc.com.au/wp-content/uploads/2022/11/
Provenance-Scene-Setting-Report.pdf

Australia

Report: Certification and sustainability assessment for 
battery materials: review of requirements and data 
commonalities (Future Battery Industries CRC)

https://fbicrc.com.au/wp-content/uploads/2022/12/
FBICRC-Certification-Commonalities-Report-
Spreads-VFINAL30November.pdf

Australia

Everledger / CSIRO blockchain pilot https://www.csiro.au/en/news/All/Articles/2022/
August/Certifying-future-minerals-trade

Australia

Enabling Agricultural Traceability through Data 
Interoperability

https://haveyoursay.agriculture.gov.au/agricultural-
traceability

Australia

DISR has already engaged JASANZ to explore several 
management system standards for the digital, critical 
technology, and critical minerals sectors

https://www.jasanz.org/stories/jasanz-critical-
minerals

Australia

While not for critical minerals data traceability, the Office 
of the National Data Commissioner is developing an 
Australian Government Data Catalogue

https://www.datacommissioner.gov.au/find-data Australia

Data and Digital Government Strategy 2023 https://www.dataanddigital.gov.au/plan Australia

Government Data Governance Framework for the 
management of data assets

https://www.dataanddigital.gov.au/plan/roadmap/
data-and-digital-foundations/data-governance-
framework

Australia

National Environmental Standard for First Nations 
engagement and participation in decision-making, being 
developed through a collaborative process led by the 
Indigenous Advisory Committee (IAC)

https://www.dcceew.gov.au/environment/epbc/our-
role/advisory-committees/iac

Australia

Pilot of digital Certificates of Origin for a Digital Verification 
Platform with Singapore

https://www.dfat.gov.au/countries-and-regions/
singapore-australia-green-economy-agreement-
annexes/annex-b-14-trade-facilitation-digital-
verification-platform

Singapore 
and Australia

Cobalt Institute - Responsible Cobalt Initiative (RCI); 
promotes the responsible sourcing of cobalt, including 
initiatives to improve traceability and environmental and 
social governance.

https://www.cobaltinstitute.org/ International

Mineral Security Partnership; a collaboration of 14 
countries and the EU to catalyse public and private 
investment in responsible critical minerals supply chains 
globally

https://www.state.gov/minerals-security-partnership/ International
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Short description Link Context

Global Battery Alliance (GBA); works towards establishing 
a sustainable battery value chain, emphasising traceability 
and responsible sourcing of minerals.

https://www.globalbattery.org/ International

OECD – Due Diligence Guidance for Responsible Supply 
Chains of Minerals from Conflict-Affected and High-Risk 
Areas; provides guidance to help companies respect 
human rights and avoid contributing to conflict through 
their mineral sourcing practices, with a focus on due 
diligence and traceability.

https://mneguidelines.oecd.org/mining.htm International

International Tin Association (ITA) – Code of Conduct; 
includes standards for the responsible sourcing and 
traceability of tin

https://www.internationaltin.org/ International

Eramet – Responsible Mining and Traceability https://www.eramet.com/en/news/2023/09/metal-
traceability-eramet-launches-the-eratrace-platform/

International

LKAB, a Swedish mining company, focuses on sustainable 
mining practices, ensuring traceability and responsible 
sourcing of minerals

https://lkab.com/en/ Sweden / 
International

Boliden, a mining and smelting company, emphasises 
sustainability and traceability in its operations, particularly 
in the supply chain of critical minerals.

https://www.boliden.com/ International

United National Transparency Protocol https://uncefact.github.io/spec-untp/docs/about UN

European Commission – Critical Raw Materials; European 
Commission’s strategy includes measures to ensure a 
secure and sustainable supply of critical raw materials for 
the EU.

https://single-market-economy.ec.europa.eu/
sectors/raw-materials/areas-specific-interest/critical-
raw-materials_en

European 
Union

European Battery Alliance (EBA); aims to create a 
competitive and sustainable battery cell manufacturing 
value chain in Europe, focusing on traceability and 
responsible sourcing.

https://www.eba250.com/ European 
Union

European Rare Earths Competency Network (ERECON); 
focuses on improving the supply of rare earth elements in 
Europe through sustainable and traceable practices.

https://single-market-economy.ec.europa.eu/
sectors/raw-materials/areas-specific-interest/
rare-earth-elements-permanent-magnets-and-
motors_en

European 
Union

Canadian Critical Minerals Strategy https://www.canada.ca/en/campaign/critical-
minerals-in-canada/canadian-critical-minerals-
strategy.html

Canada

CIM Definition Standards for Mineral Resources and 
Mineral Reserves; provide a classification and reporting 
framework for mineral resources and reserves, supporting 
transparency and traceability in mining.

https://mrmr.cim.org/en/standards/canadian-mineral-
resource-and-mineral-reserve-definitions/

Canada

Battery Metals Association of Canada (BMAC); advocates 
for the battery metals industry in Canada, supporting the 
development of ethical and traceable supply chains for 
battery materials.

https://www.bmacanada.org/ Canada

New Zealand – Strategic Minerals Development https://www.mbie.govt.nz/have-your-say/proposed-
minerals-strategy-to-2040

New Zealand

Germany – Federal Ministry for Economic Affairs and 
Energy (BMWi) - Raw Materials Strategy

https://foes.de/pdf/rohstoffstrategie%20
bundesregierung%20englisch.pdf

Germany

France prepares major mining inventory in push for critical 
raw materials

https://www.euractiv.com/section/circular-economy/
news/france-prepares-major-mining-inventory-in-
push-for-critical-raw-materials/  

France

Finland – Geological Survey of Finland (GTK) - Circular 
Economy and Raw Materials

https://www.gtk.fi/en/research-area/circular-
economy-of-minerals/  

Finland
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Short description Link Context

Sweden – Swedish Geological Survey (SGU)  
- Critical Minerals

https://www.sgu.se/en/mineral-resources/critical-
raw-materials/

Sweden

United Kingdom – Critical Minerals Strategy https://www.gov.uk/government/publications/uk-
critical-mineral-strategy

United 
Kingdom

Department of Energy Critical Minerals Strategy 2021 https://www.energy.gov/eere/ammto/2021-doe-
critical-materials-strategy

United States

Chile – National Lithium Strategy https://www.gob.cl/litioporchile/en/ Chile

Report: Brazil’s Critical and Strategic Minerals  
in a Changing World

https://igarape.org.br/wp-content/uploads/2023/10/
Critical-and-Strategic-Minerals.pdf

Brazil

China – Rare Earth Industry Development Plan https://tradium.com/en/chinas-20-year-master-plan-
for-the-rare-earth-industry/

China

Japan – Strategy for Ensuring Stable Supplies  
of Rare Metals

https://www.sojitz.com/en/news/article/20230307.
html

Japan

Report: Critical Minerals For India https://mines.gov.in/admin/storage/app/
uploads/649d4212cceb01688027666.pdf

India

Democratic Republic of Congo  
– Responsible Sourcing of Cobalt

https://www.miningcongo.cd/ Democratic 
Republic of 
Congo (DRC)

African Union – African Mining Vision https://au.int/en/ti/amv/about African 
continent
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APPEND IX  I I : 
SUSTA INAB IL IT Y  AND SUPPLY  CHA IN-RELATED 
POL ICY  DR IVERS

Incentive or Policy Country 
/ Region Description When

EU Battery Regulation EU Regulation on batteries to strengthen EU’s battery market, 
promote a circular economy, and reduce ESG impacts throughout 
the battery life cycle. A digital passport for all EV batteries will be 
mandated by will be in place from 2027. Australia anticipates EU 
demand for responsibly-sourced Australian battery minerals at a 
premium price.

2027

EU Carbon Border 
Adjustment Mechanism 
(CBAM)

EU An EU mechanism to put a fair price on the carbon emitted during 
the production of carbon-intensive goods that are entering the 
EU, and to encourage cleaner industrial production in non-EU 
countries. The CBAM will initially apply to imports of certain 
goods and selected precursors whose production is carbon 
intensive and at the most significant risk of carbon leakage: 
cement, iron and steel, aluminium, fertilisers, electricity and 
hydrogen. Further expansion to other commodities is expected, 
including battery minerals and other critical raw materials.

2026 
(for initial 
imported 
items)

IFRS Sustainability 
Reporting

International The increasing demand for sustainability reporting from global 
capital markets resulted in creating a global baseline for investor-
focused sustainability reporting IFRS® Sustainability Disclosure 
Standards, that local jurisdictions can build on. The disclosure 
standards include Disclosure of Sustainability-related Financial 
Information and Climate-related Disclosures.

2023

Australia will be rolling out similar mandatory programs, being 
the Climate-related Financial Disclosure (Department of Treasury) 
and the Commonwealth Climate Disclosure (Department of 
Finance). These will be limited to Commonwealth entities and 
Commonwealth companies.

AUKUS 2024 National 
Defense Authorisation 
Act; US Defense 
Production Act

US Australian-based businesses will be eligible to receive loans, 
grants and purchasing contracts direct from the US Government 
to support priority sectors for the US Department of Defense, 
including the critical minerals supply chain.

Passed by US 
Congress in 
Dec 2023

US Inflation Reduction Act 
(Clean Vehicle Tax Credit)

US A climate legislation that enables companies, including Australian 
companies, to access tax credits and incentives, to tackle climate 
change and increase investments in renewable energy. From 
Australia’s perspective, IRA credits are anticipated to stimulate 
demand for Australian critical minerals. However, the IRA will 
likely not favour Australian raw materials mined by companies 
with significant ownership or partnership linkages with Foreign 
Entities of Concern. This includes China, one of Australia’s major 
target export countries for critical minerals

Passed by US 
Congress in 
2022

Guarantee of Origin Australia World-class assurance scheme being designed by the 
Department of Climate Change, Energy, Environment and 
Water to track and verify emissions associated with hydrogen, 
renewable electricity and potentially other products made in 
Australia. Future products may include metals and minerals.

Consultations 
are ongoing; 
legislation 
being drafted.
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APPEND IX  I I I : 
ROADMAP  TO  ACHIEVE  CAPAB IL IT Y  LEVELS 

Develop a provenance and traceability framework for 
endorsement and that serves as an action plan. Activities 
should include detailed mapping of stakeholders, 
validating key market drivers for provenance and 
traceability, and defining key needs of stakeholders in 
establishing an operational provenance & traceability 
ecosystem. A comprehensive baseline could also be 
established of Australian critical minerals companies who 
have already voluntarily or been required to undertake 
Guarantee of Origin or ESG credentialling. (1.1)

Develop a critical minerals provenance and traceability 
governance structure and fill key roles to implement 
the framework and roadmap elements. Establish 
government and industry responsibilities for driving 
respective elements of the framework and roadmap, 
through endorsed steering committees and working 
groups with balanced government, industry and First 
Nations representation. (1.2)

Define Guarantee of Origin of critical minerals for 
credentialling. Government and industry should align 
and agree on a common definition of Guarantee of 
Origin that can be credentialled. (2.1)

Identify critical minerals within Federal Guarantee 
of Origin scheme. Guarantee of Origin in the context 
of critical minerals is defined and complements and 
enhances the federal Guarantee of Origin scheme. (2.2)

Establish an aligned definition of compliance 
requirements for the EU Battery Passport. Establish 
provenance and sustainability reporting requirements, 
map and identify government stakeholders, identify 
requirements associated with Guarantee of Origin and 
understand impacts on credentialling. (3.1)

Establish government support for small and junior 
miners, such as identifying priority standards to adhere 
to or attain and facilitate knowledge exchange with 
majors. (3.2)

Develop a data roadmap for critical minerals 
provenance and traceability, such as identifying data 
types, metadata, existing data, data quality. Address 
challenges on remit, stewardship, governance of 
information management needed to satisfy international 
trade obligations for critical minerals. (4.1)

Design a data architecture that ingests reporting data 
and outputs a format compliant with the EU Battery 
Passport. (4.2)

Define ESG responsibility of critical minerals as 
a digital credential. Establish agreement between 
Government and industry on a common definition of 
sustainability that can be credentialled. (5.1)

Undertake widespread engagement with First Nations 
communities to foster a shared understanding of the 
importance of critical minerals and provenance and 
traceability in addressing First Nations NetZero and/or 
Clean Energy initiatives. (6.1) 

Roadmap to Capability Level 1
Elements from Focus Areas

Assumptions:
Provenance and traceability framework 
is sponsored at the federal level while 
jurisdictions implement the framework.

Risks and Issues:
•	 	Lack of representative engagement at 

the appropriate levels from appropriate 
stakeholder groups.

•	 	Poor coordination leads to duplication 
of effort across multiple government 
departments.
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Align provenance and traceability framework 
outcomes with national strategies, such as the National 
Battery Strategy and Future Made in Australia agenda. 
(1.3)

Facilitate pilot programs to mature provenance 
and traceability technologies and processes, and to 
understand the impacts of recommended frameworks 
and policies. (1.4)

Convert Guarantee of Origin to a verified digital 
credential. Proof of concepts could include converting 
mine permits to Guarantee of Origin credentials. (2.3)

Regulate participation at the site-level for Guarantee of 
Origin credentialling scheme at the site-level, rather than 
at the organisation level. (2.4)

Establish strategic partnerships between implementing 
jurisdictions and independent international initiatives, 
including on international interoperability and traceability 
standards, with leading government organisations such 
as the Energy and Mines Digital Trust (British Columbia). 
(3.3)

Establish mechanisms for independent verification, 
assurance, certification for compliance with evolving 
supply chain requirements. (3.4)

Secure data sharing and re-purposing agreements 
across government. Mechanisms are established to 
provide the right balance between confidentiality and 
transparency. (4.3)

Develop a data framework that ingests existing 
reporting data and outputs a format that complies with 
EU Battery Passport obligations. (4.4)

Convert ESG to a verified digital credential, including 
through pilot programs. Develop a verification process of 
a data credential premised on UNTP protocols. (5.2)

Align provenance and traceability initiatives First 
Nations initiatives such as the First Nations Clean 
Energy Strategy and First Nations Clean Energy 
Network. (6.2)

Roadmap to Capability Level 2
Elements from Focus Areas

Assumptions:
Many of the elements above will be driven 
or enabled by a functional and operational 
governance framework, and appropriate 
steering committees and working groups, in 
conjunction with implementation and research 
partners.

Risks and Issues:
Lack of social license and business buy-in to 
implement programs and activities. 
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Define provenance and traceability performance 
metrics, monitor and measure progress against the 
framework, and evolve the strategy as needed to meet 
evolving government and industry needs. (1.5)

Scale Guarantee of Origin credentials at the state and/
or national level. Analyse requirements to scale from a 
pilot program to broader industry (2.5)

Harmonise critical minerals provenance and 
traceability policies and frameworks with those of 
Australia’s trade and Strategic Partners. (3.5)

Establish government support for Australian miners to 
leverage trade and strategic partner incentives for critical 
minerals provenance and traceability. Core compliance 
credentials are designed so as to be company-size 
agnostic, i.e. accommodate a range of critical minerals 
mining company sizes / types to meet Guarantee of 
Origin or supply chain requirements. (3.6)

Establish an operational digital platform that shows 
validated credentials and associated data that can be 
accessed by government and strategic partner critical 
minerals stakeholders. Set up of data infrastructure 
between collaborative government agencies to show 
Guarantee of Origin as a credential (for example, digital 
linking of digitised mine permits as a credential, with ESG 
disclosures). (4.5)

Implement the digital platform to be interoperable, 
where appropriate, with other verified digital credential 
initiatives across government, in order to optimise 
economies of scale. (4.6)

Scale ESG credentials at the state and/or national level. 
(5.3)

Align provenance and traceability framework to 
international best practice for First Nations stakeholder 
engagement and governance on critical minerals. (6.3)

Roadmap to Capability Level 3
Elements from Focus Areas

Assumptions:
There is coordinated national effort 
across multiple lines of related regulatory, 
technology, social, governance, and business 
elements that facilitate progress of a critical 
minerals provenance and traceability system. 

Risks and Issues:
•	 Poor articulation of interoperability 

between different data infrastructures held 
by various government departments. 

•	 Semi-open to open data architectures 
lead to increased cyber risk, even within a 
controlled pilot program. 

•	 Other technological and ethical 
considerations include the role of AI in 
credentialling or extracting relevant data 
for credentialling.
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Assess impacts of proposed programs or policies and 
their efficacy against measures and metrics previously 
defined. (1.6)

Scale Guarantee of Origin verified credentials across 
direct overseas supply chains and/or government 
trade regulatory body, eg. EU Battery Passport, ensuring 
alignment with UNTP protocols. Mechanisms should in in 
place to ensure Guarantee of Origin credentials so they 
are recognised ubiquitously across multiple international 
markets and preserved across the supply chain back to 
Australia. (2.6)

Harmonise provenance and traceability policies and 
frameworks with other major international markets. 
(3.7)

Map new tools for provenance and traceability onto 
existing frameworks. Develop mechanisms for inter-
government data sharing and/or credentialing that 
are compatible with existing business practices to 
minimise process disruption and to deliver cost-effective 
implementation. (4.7)

Scale ESG verified credentialling across direct 
overseas supply chain and/or government regulatory 
body. Ensure alignment of credentialling with 
technology-agnostic protocols such as the UNTP. (5.4)

Develop appropriate mechanisms to facilitate genuine 
economic participation of First Nations communities 
and businesses in provenance and sustainability 
credentialling and sharing. (6.4) 

Roadmap to Capability Level 4
Elements from Focus Areas

Assumptions:
Conversion of Business-As-Usual reporting 
into credentials is automated.

Evolve performance metrics of provenance and 
traceability system to meet emerging market needs and 
requirements. (1.7)

Scale Australian Guarantee of Origin credentials 
internationally such that they are recognised as 
equivalent to and/or complement international 
Guarantee of Origin initiatives. (2.8)

Establish digital product passports for consumer 
or recycled products in Australia that use Australian 
critical minerals. The digital infrastructure that presents 
credentials for critical minerals provenance and 
sustainability is a trusted endorsement of independently 
verified credentials for critical minerals. (4.8) 

Standardise processes for ESG accreditation to 
become recognised digital credentials on government 
digital infrastructure to meet market requirements. (5.5)

Roadmap to Capability Level 5
Elements from Focus Areas

Assumptions:
•	 	Guarantee of Origin for Australian critical 

minerals is already ubiquitously accepted 
in international markets and breaks down 
barriers to market for Australian miners.

•	 	Convergence of traceability systems 
between critical minerals and other 
commodities and/or or products.
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We know where.

frontiersi.com.au

http://frontiersi.com.au
https://www.linkedin.com/company/frontiersi/
https://www.youtube.com/user/crcspatialinfo
https://twitter.com/_FrontierSI_
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